GrdTRU_GenerateQuestionEx

dyHkumsa(meton) GrdTRU_GenerateQuestionEx reHepupyeT 3alumgpoBaHHOe YMCNo-BONPOC ANS yAaneHHoro NporpaMMmMpoBaHns, NCNOnb3yoLEero
TexHonoruio Trusted Remote Update ¢ BO3MOXHOCTbIO MCMONb30BaHNsA HOBbIX anroputMmoB (AES128 n SHA256). 3Ty dyHkumto(MeToa) Heobxoammo
ncnonb3oBaTb Ans kntoder Guardant Code.

C

int GRD_API G dTRU_Cener at eQuest i onEx(
HANDLE hGrd,
DWORD dwlLngQuesti on,
void *pQuestion,
DWORD * pdwi D,
DWORD * pdwPubl i c,
DWORD dwingHash,
voi d *pHash,
DWORD dwReser ved,
voi d *pReserved

hGrd X3HAN, Yepes KoTopbli GyaeT BbINONHeHa AaHHasi onepauus

dwlLngQuestion | pasmep 6ydepy, kyaa 6yaeT NoMeLLeH CreHepupoBaHHbIi BOMPOC.

pQuestion 6ydep, kyaa 6yaeT NoMeLLeH CreHepypoBaHHbI BONPOC.

pdwlD 6ydep, kyaa 6yaet nomeLleHo 3HadeHue ID kntoya, Ans KOTOPOro creHepupoBaH BOMpPOC.

pdwPublic 6ydep, kyaa 6yaeT noMeLLeHo YncrneHHoe 3Hadenne Public code kntoya, Anst KOTOPOro creHepupoBaH BONpocC.

dwlLngHash pa3swmep 6ydepa, kyna 6yaet nomelleHo 3HaveHne MAC (Message Authentication Code - koga ayTeHTUdMKaUmm coobLueHuns) Ans sepudukaumm
Bornpoca.

pHash 6ydep, kyaa 6yaet nomelueHo 3HadyeHne MAC (Message Authentication Code - kopga ayTeHTUduKaumm coobLueHns) ans Bepudmkaumm Bonpoca.

dwReserved 3ape3epBMPOBaHO, AOIMKHO ObITb paBHO 0
pReserved 3ape3epBMpPOBaHO, AOMKHO BbiTb paBHo NULL

GrdE_SystemDataCorrupted | CuctemHble agaHHble TRU nospexaeHbl. (CekpeTHbIi KoY yaaneHHoro nporpaMmMmMpoBaHuns OTCyTCTBYeT)

GrdE_NoQuestion Yucno-Bonpoc He BbINo creHepMpoBaHo MM BbINo NepereHepypoBaHO 4O 3an1cu Yucna oTeeTa
GrdE_InvalidData HeBepHbIn popmMaT AaHHbIX ANS yAaneHHOro nporpammmpoBaHns
GrdE_QuestionOK Yuncno-Bonpoc yxxe 6bino creHepMpoBaHo, Iy OXnaaeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus

GrdE_UpdateNotComplete | Owmbka npu 3anucy AaHHbIX yAaneHHoro nporpaMmMmupoBaHus. Onepaums He Gbina 3aBepLueHa
GrdE_lInvalidHash HeBepHoe 3HaveHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

®yHkums GrdTRU_GenerateQuestionEx reHepupyeT 3alumdpoBaHHOe YMCNO-BOMNPOC U MHALMaNU3npyeT NpoLece Anst yAaneHHOro NporpaMmMmMpoBaHus,
ncnonbe3aytowero TexHonoruio Trusted Remote Update.

PyHkums GrdTRU_GenerateQuestionEx Bbi3biBaeTcst Ha KOMMbIOTEPe yaaneHHoro nonb3oBaTtens U reHepupyeT Yucno-sonpoc pQuestion, 3alumieHHoe
OT noaaenky koaom ayteHTudmkaumm coobuenunsi (MAC) pHash. MAC BbipabaTtbiBaeTcs annapaTHbIM anropyuTMOM Ha CEKPETHOM KItoye, KOTOPbIN
OorkeH 6bITb NpeaBapuTenbHO 3anncaH npu nomolumn dyHkumm GrdTRU_SetKey. MAC ncnonbayetcsa ans Toro, 4tobbl Henb3s 6bino nogaenats YACHo-
Bonpoc, ID nnu Public Code anekTpoHHOro krtova.

Mocne Toro, kak YMCNo-BONPOC CreHepMpoOBaHO, KOHEYHbIN NONb30BaTeNb AOSKEH NepeaaTb pa3paboTymKy Bce creHepupoBaHHble chyHkumen GrdTRU_Ge
nerateQuestionEx gaHHble: co6cTBEHHO YMcno-Bonpoc pQuestion, ID kntoya pdwiD, Public code pdwPublic n MAC pHash. C momeHTa reHepauum ymcna-
BOMpOCa KoY NEPEXOAUT B COCTOSIHUE OXMAaHUS Yucna-oTeeTa.

Ci#

public static G dE G dTRU Gener at eQuesti onEx(Handl e grdHandl e, out byte[] question, out uint id, out uint
publ i cCode, out byte[] hash)
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grdHandle [in]

Tun: Handle

HaHgn, yepes koTopbii ByaeT BbiNoIHEHa AaHHas onepauust.

question [out]

Twvn: byte []

Bydep, kyaa 6yaeTt nomeLleH creHepupoBaHHbI BOMPOC.

id [out]

Twun: uint

Bydep, kyaa 6yaeTt nomelleHo 3HaydeHue ID kntova, Ans koToporo Gbin creHepuMpoBaH BOMpPOC.
publicCode [out]

Twun: uint

Bydep, kyaa 6yaeTt nomelleHo uncneHHoe 3HadeHne PublicCode kntoya, ans KoToporo 6bin creHepupoBaH Bonpoc.
hash [out]

Twvn: byte []

Bydep, kyaa 6yneTt nomeweHo 3HaveHne MAC (Message Authentication Code - koga ayTeHTUdMKauum coobLueHns) ans Bepudmkaummn sonpoca.

GrdE.SystemDataCorrupted = CuctemHble gaHHble TRU nospexaeHbl. (CekpeTHbIN KoYy yaaneHHoro nporpaMmMupoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He BbiNo creHepMpoBaHo Mnn BbINo NepereHepypoBaHO A0 3anucu Yucna oTeeTa
GrdE.InvalidData HeBepHbIn hopmaT AaHHbIX ANS yAaneHHOro NnporpammmpoBaHns
GrdE.QuestionOK Yucno-Bonpoc yxe 6bino creHepupoBaHo, KIY OXMAaeT AaHHbIX ANS yAaneHHoro nporpaMM1MpoBaHmus

GrdE.UpdateNotComplete | Owwwbka npyv 3anmMcu faHHbIX yAaneHHoro nporpaMmmpoBanus. Onepauusi He Gbina 3aBeplueHa
GrdE.InvalidHash HeBepHoe 3HaveHne MAC (Message Authentication Code)

Ha6op owwnbok Guardant API

MeToa GrdTRU_GenerateQuestionEx reHepupyeT 3aumdpoBaHHOE YCNO-BONPOC U UHULMANU3MpyeT NPoLece Anst yAaneHHOro nporpaMmMmMpoBaHus,
ncnone3aytowero TexHonoruio Trusted Remote Update.

Meton GrdTRU_GenerateQuestionEx Bbi3biBaeTCA Ha KOMMNbOTEPE yAaneHHOro Nonb3oBaTens y reHepupyeT YMCIo-BONpocC question, 3aliyLLeHHoe OT
nogaenkn kogom ayteHtudpukaumm coobuenmsa (MAC) hash. MAC BeipabaTtbiBaeTcs annapaTHbIM anropyuTMOM Ha CEKPETHOM KItoYe, KOTOPbIN JAOMMKEH
6bITb NpeaBapuTenbHO 3anucaH npu nomowy metoaa GrdTRU_SetKey. MAC ucnonb3ayeTcs ans Toro, 4tobbl Henb3s 66110 noaaenaTb Yucno-sonpoc, 1D
unu Public Code anekTpoHHOro knioya.

Mocne Toro, kak YMCNo-BONPOC CreHepUpPOBaHO, KOHEYHbIV NoNb3oBaTeNb AOMKEH NepeAaTb pa3paboTunky Bce creHepypoBaHHble meTogom GrdTRU_Gen
erateQuestionEx naHHble: cOBCTBEHHO YMcno-Bonpoc question, 1D kntova id, Public code publicCode n MAC hash. C moMeHTa reHepaumm Ynucna-sonpoca
KoY NEPEXOANT B COCTOSIHUE OXMAAHUSA Yucna-oTeeTa.

Java

public static G dE G dTRU Gener at eQuesti onEx(Handl e grdHandl e, byte[] question, int[] id, byte[] publicCode,
byte[] hash)

grdHandle [in]

Tun: Handle

Hanan, yepes KkoTopbli ByAeT BbINONHEHa faHHasi onepauys.
question [out]

Twn: byte [ ]

Bydep, Kyna 6yaeT noMeLLeH creHeprpoBaHHbI BOMpPOC.

id [out]
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Tun:int[]

Bydep, kyaa 6yneT nomelleHo 3HadeHwe ID kntoya, Anst KOToporo Gbin creHepupoBaH BOMpoC.

publicCode [out]

Twn: byte [ ]

Bydep, kyna 6yaeT nomelleHo uncneHHoe 3HaveHne PublicCode kntoya, onst kKoToporo 6bin creHepupoBaH Bonpoc.
hash [out]

Twn: byte [ ]

Bydep, kyna 6ynet nomewleHo 3HadeHne MAC (Message Authentication Code - kopga ayTeHTUdukauum coobLueHns) Ans Bepudmkaumm Bonpoca.

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU noBpexaeHbl. (CekpeTHbIN KoYy yaaneHHoro nporpaMmMupoBaHunst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHO M BbINO NepereHepMpoBaHO A0 3aM1CK Yrcna oTeBeTa
GrdE.InvalidData HeBepHbii hopmaT gaHHbIX ANst yAaneHHOro NporpaMmmmMpoBaHnst
GrdE.QuestionOK Yucno-Bonpoc yxe BbiNo creHepupoBaHo, KoY OXuUAaeT AaHHbIX ANs yAaneHHOro NnporpaMmMmpoBaHmns

GrdE.UpdateNotComplete Owmbka Npun 3annMcK faHHbIX yAaneHHoro nporpammupoBaHus. Onepaums He Gbina 3aseplueHa
GrdE.InvalidHash HesepHoe 3HaveHne MAC (Message Authentication Code)

Ha6op owwnbok Guardant API

Meton GrdTRU_GenerateQuestionEx reHepupyeT 3awumgpoBaHHOE YMCNO-BONPOC U MHMULMANM3MpyeT NpoLecc ANs yaaneHHoro nporpaMmmmpoBaHmns,
ncnonb3aytowero TexHonoruio Trusted Remote Update.

Meton GrdTRU_GenerateQuestionEX Bbi3biBaeTCA Ha KOMNbOTEPE YAANEHHOro NOMb30BaTENs U FTEHEPUPYET YMCIIO-BONPOC question, 3aluuLLeHHoe OT
noaaenku kogom ayteHtudukaumm coobuieHms (MAC) hash. MAC BbipabaTtbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KItoYe, KOTOPbIN JOMMKEH
ObITb NpeaBapuTenbHO 3anvcaH npu nomowm metoga GrdTRU_SetKey. MAC ncnonb3ayeTtcst ans Toro, 4tobbl Henb3s 6bino nogaenats Yvicno-sonpoc, ID
unu Public Code anekTpoHHOro knoua.

Mocne Toro, Kak YMCNo-BONPOC CreHepMpoBaHO, KOHEYHbIN NoNb3oBaTeNb A0KeH nepeaaTb pa3paboTynky Bce creHepupoBaHHble Metogom GrdTRU_Gen
erateQuestionEx naHHble: cobcTBeHHO Yncno-sonpoc question, ID kntova id, Public code publicCode n MAC hash. C MoMeHTa reHepauum YmMcna-sonpoca
KMIOY NepexoauT B COCTOSIHWE OXUAaHWs Yucna-oteera.
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