GrdTRU_GenerateQuestionTimeEx

PyHkumsa(meton) GrdTRU_GenerateQuestionTimeEx reHepupyeT 3alumdpoBaHHOe YMCNO-BONPOC AN yAaneHHoro NporpaMMUpOBaHns, UCMOMb3YIoLLEro

TexHonoruio Trusted Remote Update. fiBnsetcst aHanorom dyHkumm(metoaa) GrdTRU_GenerateQuestionEx ans kntova Guardant Code Time ¢
BO3MOXHOCTbIO UCNOMNb30BaHUst HOBbIX anroputmoB (AES128 n SHA256).

C

int GRD_API
HANDLE hGrd,

G dTRU_Cener at eQuest i onTi meEx(

DWORD dwlLngQuesti on,
void *pQuestion,

DWORD * pdwi D,

DWORD * pdwPubl i c,

QAORD *pgwbDongl eTi ne,

DWORD dwDeadTi nesSi ze,
QAORD *pgwDeadTi nes,

DWORD * pdwDeadTi nmesNunber s,
DWORD dwLngHash,

voi d *pHash,

DWORD dwReser ved,
voi d *pReserved

hGrd
dwLngQuestion
pQuestion

pdwiD

pdwPublic
pgwDongleTime
dwDeadTimesSize
pgwDeadTimes

pdwDeadTimesNumb
ers

dwlLngHash

pHash

dwReserved

pReserved

Bo3moXxHble omnbkn

X3HAM, Yepes KoTopbl ByAeT BbINONHeHa AaHHas onepauus

pasmep 6ydepa, kyaa byaet NnomeLLeH CreHepUpoBaHHbIN BONPOC.

Bydep, kyaa 6yaeT nomeLLeH CreHepuMpoOBaHHbI BOMPOC.

6ydep, kyaa byaeT nomeLeHo 3HadeHue ID kntoya, Ans KOTOPOro CreHepupoBaH BOMpPOC.

6ydep, kyaa byaeT nomeLleHo YmcneHHoe 3HayeHue Public code kntoya, Ans KOTOPOro creHepupoBaH BOMpPOC.
3aLwmncpoBaHHOE BPEMS U3 MUKPOCXeMbI Tarimepa. [inuHa Bydepa 8 Gait

pa3mep BxogHoro 6ycdepa pgwDeadTimes B 6anTax

3alWndpPOoBaHHbIE 3HAYEHUS BPEMEH XM3HU anropuTMoB. Mo 8 Gant

KONMUYECTBO 3MEMEHTOB, BO3BpaLLaeMbix B pqwDeadTimes

pa3mep 6ydepa , kyaa 6yaet nomelueHo 3HadeHne MAC ( Message Authentication Code - koga ayTeHTUdMKaLMM coobLleHuns) ans
BepudmKalum Bonpoca.

6ydep, kyaa 6yaet nomeleHo 3HadeHne MAC ( Message Authentication Code - koaa ayTeHTUdUKaLmm coobLueHns) ans Bepudukalmum
Bornpoca.

3ape3epBupoBaHo. [JomkHO ObITb paBHo 0

3apesepBupoBaHo. [lonmkHo 6biTb pasHo NULL

GrdE_SystemDataCorrupted | CuctemHble agaHHble TRU nospexaeHbl. (CekpeTHbIi KoY yaaneHHoro nporpaMmMmpoBaHuns oTCyTCTBYyeT)

GrdE_NoQuestion
GrdE_InvalidData

GrdE_QuestionOK

GrdE_UpdateNotComplete

GrdE_InvalidHash

Yucno-Bonpoc He GbINo creHeprpoBaHO MK BbINo NepereHepMpPoOBaHO A0 3anucK Yncna oTeeTa
HeBepHbIi hopMaT AaHHbIX ANs yAANeHHOro NporpaMMyUpOBaHNst

Yucno-Bonpoc yxke GbiNo creHepMpoBaHo, KIoY OXMAAeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus
OwwubGka Npu 3an1Mcu AaHHbIX yAaneHHoro nporpaMmupoBaHnus. Onepaums He Gbina 3aBeplLueHa
HesepHoe 3HaveHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

dyHkums GrdTRU_GenerateQuestionTimeEXx reHepupyeT 3alumngpoBaHHOE YMCNO-BOMNPOC Y UHALMANU3NpyeT NpoLecc Ans yaaneHHoro

nporpammvpoBaHus, ncrnonbaytowlero TexHonoruto Trusted Remote Update. ®yHkumsa sensetca aHanorom GrdTRU_GenerateQuestionEx gns knoya

Guardant Time 1 ucnonb3yeTcs B cnyyasix, koraa HeobxoanMmo npoanesatb Bpemsi paboTbl 3aLULLEHHOTO NPUNOXEHUSI.
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dyHkums GrdTRU_GenerateQuestionTimeEXx Bbi3biBaeTcs Ha KOMMbIOTEPE YAANEHHOTO NOSb30BATENS U FEHEPUPYET Yncro-Bonpoc pQuestion,
3aLyLLEeHHoe OT noaaernku kogom ayteHTudmkaumm coobeHus (MAC) pHash. MAC BeipabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KItoue,
KOTOPbIV JOMKeH OblTb NpeaBapuTenbHO 3anucaH npu nomolm dyHkumn GrdTRU_SetKey. MAC ucnonb3yeTtcs ansi Toro, 4tobbl Henb3st 6bino nogaenatb
yncno-sonpoc, ID nnu Public Code anekTpoHHOro krto4a.

Mocne Toro, Kak YMCNO-BONPOC CreHepMpoBaHO, KOHEYHbIN NONb30BaTeNb A0MKEH nepeaaTb pa3paboTynky Bce creHepupoBaHHble chyHkumen GrdTRU_Ge
nerateQuestionTimeEx aaHHble: cobcTBEHHO Yncno-Bonpoc pQuestion, ID kntova pdwlD, Public code pdwPublic u MAC pHash. C momeHTa reHepauum
yncna-Bonpoca Koy NepexoanT B COCTOSIHUE OXMAAHWUSA Yyucna-oTeeTa.

PekomeHayemblii pasmep 6ydepa pqwDeadTimes ansi 3aumdpoBaHHOIO 3HAYEHNS BPEMEHU XU3HW anropuTMOB JOIKeH OblTb paBeH (KonnyecTsy
anropuTMOB + KONUYECTBO 3aLUMLLIEHHbIX sveek )*8. Ecnu Bydep coaepXuT MeHbLUe 3NeMeHTOB, TO BO3BpaLLaeTCs TONbKO TO, YTO MOMECTUIOCh, UHave
pononHsieTca Hynsamu ao dwDeadTimesSizel8 anemeHTOB, HO He Gonee 499 aneMeHTOB.

[Ba ctapwwux 6avita napameTpa pqwDongleTime - Hynu. 2 ctaplunx 6anTa anemeHToB MaccvuBa pgwDeadTimes - yncnoBoe nms anroputma. OctanbHble
6 6aiT - BpeMs XKM3HM COOTBETCTBYHIOLLIErO anroputma.

Bpewms xu3Hu (8 6aiT) nmeeT cnepytoLwmin opmar:

1, 2 6anTbl = YncnoBoe nms anroputma (MMbo HynK, ecnm BpemMst U3 MUKPOCXeMbl Tanvepa);

3 Gawr rog ot 2000 (08 ansa 2008 ropa);
4 Gawnt mecsiy roaa (01 - avBapb, 02 - dheBpans, ...);
5 Gawnt AeHb mecsiva (1 - 31);

6 6anT yacsl (0 - 23);
7 6ant MUHYTBI (O - 59);

8 Gant cekyHabl (0 - 59)

Ha knueHTCKoN CTOPOHE BCEraa MOXHO y3HaTb, CKOMNbKO anropMTMOB U SSYEEK €CTb B KMHOYE AJ15 BbIYUCIEHUS KONMYeCTBa aneMeHToB MaccuBa DeadTime.
KonunuyecTtBo anroputMoB 1 3aLUMLLEHHbIX SYeeK B KItoye MOXHO y3HaTb, cuntas none kmAlgoNum B pexume agpecaunn SAM.

Ha cTopoHe pa3paboTymnka ToXe MOXHO BbIYMCIUTL KONIMYECTBO anropuTMoB Mo Macke, XxpaHsierncs B 6ase. Moatomy B dyHkumnsax TRU ana Time BaxeH
TonbKO pa3mep maccvBa. bonee Toro, KONMYeCTBO 3NEMEHTOB MOXHO NepeAaThb B "nockinke” yaaneHHoro nporpaMMmMpoBaHunsi BMECTE C YMCIOM-
BOMPOCOM.

C#

public static G dE G dTRU Gener at eQuesti onTi meEx(Handl e grdHandl e, out byte[] question, out uint id, out uint
publ i cCode,
out ulong dongl eTine, ulong[] deadTinmes, out int deadTi nesNunbers, out byte[] hash)

grdHandle [in]

Twn: Handle

Hanan, yepes koTopbiil 6yaeT BbINOMHeHa AaHHas onepaums.

question [out]

Twvn: byte []

Bydep, Kyaa 6yaeT noMeLLeH creHeprpoBaHHbI BONPOC.

id fout]

Twn: uint

Bydep, kyna 6yaeT nomeLleHo 3HadeHuwe ID kntoya, Anst KOTOPOro Gbin creHepupoBaH BOMNpoc.
publicCode [out]

Twn: uint

Bydep, kyna 6yaeT nomelleHo 3HayeHne PublicCode kntoya, Ans KoToporo 6bin creHepypoBaH BOMpOC.

dongleTime [out]
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Twn: ulong

3awmncpoBaHHOE BpeMsi N3 MUKPOCXEMbI Tarimepa.
deadTimes [out]

Twn: ulong [ ]

3awwmncpoBaHHOE 3Ha4YeHNEe BPEMEH XMU3HWN anropuTMOB.
deadTimesNumbers [out]

Tun: int

KonunyecTtBo anemeHTOB, Bo3Bpalaembix B deadTimes.
hash [out]

Twn: byte []

Bydep, kyna 6yaet nomereHo 3HadeHne MAC ( Message Authentication Code - koga ayTeHTudmKaumm coobLueHuns) ans Bepudukaumm Bonpoca.
Bo3amoXHble oLIMGKK

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU noBpexaeHbl. (CekpeTHbIN Koy yaaneHHoro NporpaMmMUpoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo CreHeprpoBaHO UK GbINo NepereHepupoBaHo A0 3anucy Yucna oteeta
GrdE.InvalidData HeBepHbliii hopmaT AaHHbIX ANs yAaneHHOro NporpaMmmMpoBaHnst
GrdE.QuestionOK Yucno-Bonpoc yxe BbINo creHepupoBaHo, Koy OXuUAaeT AaHHbIX ANs yAaneHHOro NnporpaMmMmpoBaHmns

GrdE.UpdateNotComplete Owwmbka Npu 3anncK faHHbIX yaaneHHoro nporpammupoBanus. Onepaumsi He Gbina 3aBepLueHa
GrdE.InvalidHash HeBepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

Meton GrdTRU_GenerateQuestionTimeEXx reHepupyeT 3awumMdpoBaHHOE YMCNO-BONPOC U MHULMANM3NPYeT NPOLECC ANS yAaNeHHOoro
nporpammupoBaHus, ncrnonbaytowero TexHonoruto Trusted Remote Update. Metoa siBnsietcs aHanorom GrdTRU_GenerateQuestionEx gns knroya
Guardant Time n ucnone3yeTca B cny4asx, korga Heo6xoaumo npoanesaTtb BpeMsa paboTbl 3aLUULLEHHOTO NPUMOXEHUS.

MeTon GrdTRU_GenerateQuestionTimeEx Bbi3biBaeTCsi Ha KOMMbIOTEPE YAANEHHOIO NOMb30BaTENs U reHepupyeT YMCMO-BONPOC question, 3aluLeHHoe
OT nopaernku kogom ayteHTudukaumnm coobuermns (MAC) hash. MAC BeipabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KIHoYe, KOTOPbIN JOIHKEH
ObITb NpeaBapuTenbHO 3anucaH npy nomowm metoga GrdTRU_SetKey. MAC ncnonb3ayeTtcst ansi Toro, 4Tobbl Henb3si 6bino nogaenatb YMcno-sonpoc, ID
nnu Public Code anekTpoHHOro knioya.

Mocne Toro, Kak YMCNO-BONPOC CreHepMpoBaHO, KOHEYHbIN NONb30BaTeNb A0MKEH nepeaaTb pa3paboTyrky Bce creHepupoBaHHble MeTogom GrdTRU_Gen
erateQuestionTimeEx aaHHble: co6cTBEHHO Yucro-Bonpoc question, ID kntova id, Public code publicCode n MAC hash. C MoMeHTa reHepauuy yncna-
BOMpPOCA KIoY NEPEXOAUT B COCTOSIHUE OXMOAHWSA Yucna-oTeeTa.

PekomeHayemblii pa3mep 6ydepa deadTimes ans 3awimbpoBaHHbIX 3HAYEHWUS BPEMEHW XU3HW anropuTMOB AOIKEH ObiTb paBeH (Konu4ecTBy
anropuTMOB + KONUYECTBO 3aLUMLLIEHHbIX sveek )*8. Ecnn Bydep coaepXxuT MeHbLUe 3NeMeHTOB, TO BO3BpaLLaeTCsa TONbKO TO, YTO MOMECTUIOCh, UHave
pononHsetca Hynsmu ao deadTimesNumbers/8 anemeHToB, HO He Gonee 499 anemMeHTOB.

[Ba ctapwux 6avita napameTpa dongleTime - Hynu. 2 ctapluux 6aiiTa anemeHToB Maccusa deadTimes - yuicnoBoe ums anroputma. OctanbHble 6 6anT -
BPEMS1 XW3HN COOTBETCTBYIOLLETO anroputma.

Bpewmsi xu3Hu (8 6aiT) umeeT cnegytowmin dopmart:

1, 2 6aiTbl = YMCroBoe UMsi anroputma (nMMbo Hynu, ecrnv BpeMsi U3 MUKPOCXEMbI Taimepa);

3 Gawt rog ot 2000 (08 ans 2008 roga);
4 Gant mecsiy roaa (01 - avBapb, 02 - doeBpans, ...);
5 6anT AeHb mecsiva (1 - 31);

6 banT yacsl (0 - 23);
7 6ant MUHYTHI (0 - 59);

8 Gant cekyHabl (0 - 59)
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Ha KnueHTCKon CTOpOHe BCEraa MOXHO y3HaTb, CKONbKO anropMTMOB U SSYEEK €CTb B KIMHOYE AS15 BEIYUCIEHUS KONMYECTBA ANeMEHTOB MaccuBa deadTime.
KonuyecTBo anropyTMOB U1 3alLMLLIEHHBIX SIMEEK B KITOUE MOXHO y3HaTb, cuutas none kmAlgoNum B pexume agpecaummn SAM.

Ha cTopoHe pa3paboTumnka ToXe MOXHO BbIYMCIUTL KOIMYECTBO anroputMoB Mo Macke, XxpaHsiencs B 6ase. Moatomy B dyHkumnsx TRU ana Time BaxeH
TOnbKO pa3mep maccvBa. bonee Toro, KONMYECTBO 3NEMEHTOB MOXHO NepeAaThb B "nockinke” yaaneHHoro nporpaMMmMpoBaHunsi BMECTE C YMCIOM-
BOMPOCOM.

Java

public static G dE G dTRU Gener at eQuesti onTi meEx(Handl e grdHandl e, byte[] question, int[] id,
int[] publicCode, long[] dongleTine, Iong[] deadTimes, |ong[] deadTi mesNunbers, byte[] hash)

grdHandle [in]

Tun: Handle

HaHAn, Yyepes koTopbli 6yAeT BbINOMHEHa AaHHas onepaums.
question [out]

Twun: byte [ ]

Bydep, Kyaa 6yaeTt nomeLleH creHepupoBaHHbIA BOMPOC.

id [out]

Tun:int[]

Bydep, kyaa byaeT nometleHo 3HadeHue ID kntoya, Ans KoToporo 6bin creHepupoBaH BOMpoc.
publicCode [out]

Tun:int[]

Bydep, kyaa 6yaeT nomelleHo 3HadeHne PublicCode kntova, Ans KoToporo 6bin creHepupoBaH BOMpPOC.
dongleTime [out]

Tun: long []

3awwmncpoBaHHOE BpeMsi N3 MUKPOCXEMbI TaliMepa.
deadTimes [out]

Tun: long []

3awwmncpoBaHHOE 3Ha4YeHNE BPEMEH XXMU3HW anropuTMOB.
deadTimesNumbers [out]

Tun: long []

KonnyectBo anemeHTOB, BO3BpaLLaembix B deadTimes.

hash [out]

Twn: byte [ ]

Bydep, kyaa byaet nometleHo 3HavyeHne MAC ( Message Authentication Code - koga ayTeHTUdMKaumm coobLueHns) Ans BepudukaLmm Bonpoca.
BoaMoxHble oLmnbku

GrdE.SystemDataCorrupted = CuctemHble fanHble TRU noBpexaeHbl. (CekpeTHbIN KoY yaaneHHoro NporpaMmMmupoBaHunst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He Bbino creHepupoBaHo Mn GbINo nepereHepypoBaHo 40 3anucy Yvcna oTeeTa
GrdE.InvalidData HeBepHbIin hopmaT AaHHbIX ANS yOAANEHHOro NPOrpaMmmMmUpoBaHns
GrdE.QuestionOK Yucno-Bonpoc yxe 6blno CreHepupoBaHo, KIY OXXMAAET AaHHbIX ANS yAaNeHHOro NporpaMM1MpoBaHns

GrdE.UpdateNotComplete Owwmbka Npu 3annMcK faHHbIX yAaneHHoro nporpammupoBanus. Onepaums He Gbina 3aBeplueHa

GrdE.InvalidHash HesepHoe 3HaueHne MAC (Message Authentication Code)
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HaGop owmnbok Guardant API

MeToa GrdTRU_GenerateQuestionTimeEx reHepupyeT 3alumdpoBaHHOe YMCNO-BONPOC U MHULMANU3NpYyeT NpoLiecc Ans yaaneHHoro
nporpammupoBaHus, ncrnosnbaytowero TexHonoruio Trusted Remote Update. MeToa saiBnsetcsa aHanorom GrdTRU_GenerateQuestionEx gns knoya
Guardant Time n ucnonb3yeTcs B crny4asix, korga Heo6xoaumo npoasnesaTtb BpeMs paboTbl 3aLLULLEHHOTO NMPUMOXEHUS.

MeToa GrdTRU_GenerateQuestionTimeEx Bbi3biBaeTCsi Ha KOMMbIOTEPE YAANEHHOIO NOMb30BaTENs U reHepupyeT YMCMO-BONPOC question, 3alunLLeHHoe
OT nopaenku kogom ayteHTudukaumnm coobuerus (MAC) hash. MAC BelpabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KIHoYe, KOTOPbIN JOIHKEH
6bITb NpeaBapuTenbHO 3anucaH npu nomowm metoga GrdTRU_SetKey. MAC ncnonb3ayeTtcst anst Toro, 4tobbl Henb3si 6bino nogaenatb YMcno-sonpoc, ID
unu Public Code anekTpoHHOro knioya.

Mocne Toro, Kak YMCNO-BONPOC CreHepMpoBaHO, KOHEYHbIN NONb30BaTeNb A0KEH nepeaaTb pa3paboTyrky Bce creHepupoBaHHble MeTogom GrdTRU_Gen
erateQuestionTimeEx gaHHble: co6cTBEHHO Yncno-Bonpoc question, ID kntova id, Public code publicCode n MAC hash. C momeHTa reHepauum ymcna-
BOMpOCa KoY NEPEXOAUT B COCTOSIHME OXMOaHUSA YMcna-oTeeTa.

PekomeHayemblii pasvep 6ydepa deadTimes ans 3awimpoBaHHbIX 3HAYEHWS BPEMEHU XU3HW anropuTMOB AOSKEH ObITb paBeH (Konn4ecTBy
anropuTMoB + KONMMYECTBO 3alUMLLEHHBIX sivyeek )*8. Ecnu Bydep coaepXmT MeHbLUE 3NIEMEHTOB, TO BO3BPALLAETCsi TONbKO TO, YTO NOMECTUNOCh, UHaYve
pononHseTcsa Hynamu o deadTimesNumbers/8 anemeHToB, HO He 6onee 499 anemMeHTOB.

[Ba ctapwux 6avita napameTpa dongleTime - Hynu. 2 cTapluux 6aliTa anemeHToB Maccusa deadTimes - yicnoBoe ums anroputma. OctanbHble 6 6anT -
BPEMSI XKU3HW COOTBETCTBYHOLLENO anropmuTma.

Bpewms xu3Hu (8 6anT) umeeT cneayowmn dopmar:

1, 2 6anTbl = YMcnoBoe nms anroputma (MMbo HynK, ecnm BpeMst N3 MUKPOCXeMbl Tanmepa);

3 Gaint rog ot 2000 (08 ansa 2008 ropa);

4 Gawt mecsau roga (01 - sHBapb, 02 - despans, ...);
5 Gawt OeHb mecsiva (1 - 31);

6 BanT yacsl (0 - 23);

7 6ant MUHYTBI (O - 59);

8 banT cekyHab! (0 - 59)

Ha knuneHTCKOW CTOPOHE BCeraa MOXHO Y3HaTb, CKOMbKO anropuMTMOB U SiYeeK eCTb B KITtode [Ns1 BbIMMCIIEHUS KOIMYeCcTBa anieMeHToB MaccuBa deadTime.
KonunyecTBo anropyTMOB U1 3aLLUMLLIEHHBIX SIMEEK B KIOUE MOXHO y3HaTb, cuutas none kmAlgoNum B pexume agpecaumn SAM.

Ha cTopoHe pa3paboTymnka ToXe MOXHO BbIYMCIUTL KOIMYECTBO anropuTMoB Mo Macke, XxpaHsiencs B 6ase. Moatomy B dyHkumnsx TRU ana Time BaxeH
TOnbKO pa3mep maccva. bonee Toro, KONMYECTBO 3NEMEHTOB MOXHO NepeAaThb B "Nnockinke” yaaneHHoro nporpaMMmMpoBaHmnsi BMECTE C YMCTOM-
BOMPOCOM.
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