CucreMHble Tabnuubl

3alyLleHHbIe SYEKM XPaHATCA B HUXKHUX agpecax nonb3oBaTenbckon namsati EEPROM u HymepytoTcsl, HauMHasi ¢ HyneBon.

Yuncnosble nMeHa s4eek xpaHaTcs B Tabnuvue YicnoBbIX MMEH 3alimLleHHbIX siueek (Protected Item Root Table, PIRT). Ha kaxabin anemeHT Tabnuubl
oTBOAMTCSA No 2 GainTa. YnicnoBble UMeHa siueek He JoIMKHbI coBnaaaTk. Ymcrosble nmeHa ot 0xFFOO 1 Bbile 3ape3epBupoBaHbl, X UCMONb30BaHNe
KpanHe He pekoMeHayeTcs.

Appeca namatn EEPROM, no koTopbIM pacrnonaratoTcs 4eCKpUNTOpbl 3aLMLLEHHbIX SYeekK, 3anvcaHbl B Tabnuue pa3MeLleHns 3almLLeHHbIX SYeek
(Protected Item Allocation Table, PIAT). Kaxxgomy 16-6UToBOMY 3neMeHTY 3ToI Tabnuubl COOTBETCTBYET 3aLUMLLEHHAs S4Yelika C COOTBETCTBYHOLLMM
HOMEpPOM.

Ha obnactb namsitu, 3aHsATY0 AeckpunTopamu, 06bIYHO yCTaHaBIIMBAOTCS annapaTHble 3anpeTbl Ha YTEHWE U 3anucCb, YTO NPENATCTBYET U3YUYEHUIO,
NOBTOPEHWIO UMM MOAMMKALUM 3aLUMLLEHHBIX SYEeeK.

Tabnuua pasmeLleHust umeeT crnegytowmii popmart:

Algorithm System Table (AST) — cuctemHaa Tabnumua onvcaHust anropuTMoB
N a4eek

Anpec'Anpec oTHocuTerbHO Havarna Tabnuusl AMT Paamep, HonycTuMble Onucatue
Gant 3HayeHus

[aHHble HKe 3aLumLeHbl OT YTeHus/3anucy, ecnv kmAlgoNum!=0 (B
namsaTy Kntoya npucyTcTByeT XOoTsi Obl 0AHA 3aLUMLLEHHas AYelika), BHe
3aBMCKMMOCTM OT YCTAaHOBKM annapaTHbIX 3anpeToB

Protected ltem Main Table (PIMT) — Ta6nuua onucaHusa Tabnuy
0 1 0 Mpu3sHak hopmaTa COBPEMEHHBIX KItoYemn

1 1 0Owmm 1 Koa dpopmata tabnuy n 4ECKPUNTOPOB:
0 — Bce kak B Stealth IlI
1 — cbopmar Guardant Sign/Time/Code. Bce onvcaHHoe Hwke
OTHOCUTCS K 3TOMY 3TOT chopmarty

2 2 0-makc. SAM-agpec nepsoro 6aiita nocne BCEX anroputmos u
3aLMLLeHHbIX sueek. OBa3aTensHO ANs 3anonHeHus

4 2 Ob6ssatenbHoB | SAM-agpec nepBoro 6anta Tabnuupl PIAT
npepenax AST

6 10 3ape3sepsupoBaHo

[laHHble HKe MOXHO npoymnTaTh ¢ nomoLbio GrdRead BHe
3aBUCMMOCTM OT YCTAHOBKM 3anpeToB. 3anuch 3anpelleHa

16 2 Ob6s3atensHoB | SAM-agpec nepsoro 6avitatabnuupl PIRT
npenenax AST

Protected Item Root Table (PIRT) — Tabnmua 41cnoBbix MMEH SUeek 1
anroputMos

18 2 0 - OxFFO00, Yucnosoe ums nepsoro no cyety anroputma/syerikm (N=0)
ocTanbHblenve
Ha
3apesepBupoBa
Hbl

18+2 2 0 - OxFFO00, Yucnosoe umsa suelikm Homep N=1
ocTasbHblenme
Ha
3apesepBupoBa
Hbl

18+(N)*2 2 0 - OxFFO00, Yucnosoe nms saveiku ¢ Homepom N
ocTarnbHblenve
Ha
3apesepBupoBa
Hbl

[aHHble HKe Henb3sa NpoyuTaTh ¢ noMolbio GrdRead, ecnu
yCTaHOBIeHbI 3anpeTbl.3anunck 3anpelueHa

Protected Item Allocation Table (PIAT) — Tabnuua 41crioBbIX UMeH siuee
K/anroputmos



18+kmAlgoNum*2

18+kmAlgoNum*2+2

18+kmAlgoNum*2+N*2

nr. o

18+kmAlgoNum*4

0 - makc. agpec
SAM

0 - makc. agpec
SAM

0 - makc. agpec
SAM

SAM-agpec nepsoro aeckpuntopa (N=0)

SAM-agpec BToporo geckpuntopa (N=1)

SAM-agpec N-ro geckpuntopa

3ape3epB1poBaHo.

A,qpec onpegendaeTca ncxoasa 13 KonmyecTsa 3allUULLEeHHbIX

saveek kmAlgoNum, ¢ y4eToM TOro, 4TO Ha CUMBOJIbHOE UMS 1
afpec siveliku otBoAMTCA No 2 6aiTa (cCymmapHo — 4 Gaiita)
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