GrdTransformEx

PyHkumsa(meton) GrdTransformEX wudpyeTt nnu pacumdposbiBaeT 6110k AaHHBIX NPY NOMOLLM annapaTHO-peanM3oBaHHOro Kpuntorpadguyeckoro
anroputma (GSI164 nnn AES128).
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PexuM 3neKTPOHHO KOJOBOM KHUMM (PEXuUM NPOCTOi 3aMeHbl). Kaxabli 610K OTKpLITOro TekcTa 3ameHsieTcst GrokoM LumdpoTekcTa. LLndposaHue AByX OAMHAKOBBIX GIIOKOB AACT MOEHTUYHBIA
pesynbTat. CkopocTk 06paboTku 6riokos B pexume ECB dukcnposaHa. Hepgoctatok ECB, B cpaBHeHUN ¢ APYrMMI pexnmMami inpoBaHms, — COXpaHeHne CTaTUCTUYecKux ocobeHHocTen
OTKPBITOrO TEKCTa.

Pexum cuenneHns 6nokos windpoTekcTa. Kaxabiit 6110k OTKpLITOro TekcTa (kpome nepBoro) noGUToBO CKnaAbiBaeTcst no Moaysio 2 (onepauus XOR) ¢ NpeabiayLLMM peaynbTaToM LMPOBaHHUS.
Takum 06pa3om, kaxablii 610K 3aLnthpoBaHHOTO TEKCTa 3aBUCUT OT BCeX BIIOKOB OTKPLITOro TekcTa, o6paboTaHHbIx Ao Hero. Pexxum CBC nuwéx HepocTaTka anroputma ECB, Ho Bcé xe umeet
PSA HEAOCTaTKOB C TOYKW 3peHns Ge3onacHocTu.

Pexum o6paTHoii CBA3M N0 LWMMPOTEKCTY (PEXUM raMMUPOBaHUs ¢ 06paTHoii CBA3bI0). [iNs WndpoBaHus creayioLero 6roka OTKpbITOro TEKCTa OH CKIaablBAeTCs NO MOAYMio 2 C

nepeLuncpoBaHHbIM (6r104HBIM LWMGPOM) pesynbTaTom WindpoBaHusa npeasiayLlero 6noka. KpuntoctoikocTs CFB onpeaenseTca KpUnTocTONKOCTBIO UCMOMNb3yemoro wudpa.

Pexum 06paTHON CBA3M NO BbIXOAY. B 9TOM pexume OTKPLITHIA TEKCT UCMOMNbL3YIOTCA TONMLKO AN KOHEYHOro crnoxeHus. Onepauumn 6noYHoro wndpa MoryT BbiTh BbINOIHEHLI 3apaHee, No3BoNAs
BbIMOMHUTL 3aKMIYUTENBHOE WNGPOBaHNE NapanenbHO C OTKPbITbIM TEKCTOM.
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GrdE_InvalidArg 3afaHo HeonycTUMOe 3Ha4YeHUe OfHOro U3 apryMeHTOB chyHKLMM.
GrdE_NoService [ns anroputma/syenkv cepBuC He NPefyCMOTPEH.

GrdE_GPis0 CyeTuuk anropuTMa AOCTUT HYNEBOro 3HAYEHNS.

GrdE_Inactiveltem Anroputm/syerika HaxoaATCA B HEAKTUBHOM COCTOSIHUW, KOMaHAa He BbIMOMHEHA.

MepewiTn k cnmcky Bcex owmnbok Guardant API

dyHkums GrdTransformEx nossonseT 3awmdpoBaTb UM pacumgpoBaTb AaHHbIE C MOMOLLLIO annapaTtHO-peariM3aoBaHHOIO B 3NIEKTPOHHOM Krtoye
Kpuntorpaduyeckoro anroputma. LndposaHve BbINONHSAETCA anropuTMOM C HOMEPOM, 3aaHHbIM B napameTpe dwAlgoNum. 3ToT anroputm
npegBapuTenbHO A0MKeEH OblTb co3aaH, B NPOTMBHOM crlyyae Bo3BpaluaeTtcs owmbka GrdE_AlgoNotFound. Ecnu B geckpuntope anropytma yCTaHOBMEH
dnar "yMeHbLUEHWE CHETYMKA", TO BblYUTAHME CYETYMKA anropuTMa NPoOUCXoauT npu kaxaom BoizoBe GrdTransformEx. Mpu gocTUXEHUM CHETYUUKOM
HyneBoro 3HayeHus, Bo3spalyaetcs owmbka GrdE_GPis0. Ecnv npy cosgaHvum anroputma unu B npotiecce paboTbl OH 6bin nepeBedeH B HeakTUBHOE
COCTOsiHMe, Bo3BpalLaeTcs owmnbka GrdE_Inactiveltem.

B uenax 6e3onacHOCTH, B 37IEKTPOHHOM KItOYe CYLLECTBYEeT BO3MOXHOCTb CO3[aBaTh anropuTMbl NO3BOMSOLLME TOSBKO 3aLUMEPOBLIBATL UMW TONMBKO
pacwmndpoBbIBaTh AaHHbIE. [INa TakMx anropuTMOB TUM onepauunn, nepefgasaemMblvi B napameTtpe dwMethod, nomxkeH cooTBeTCTBOBaTL TUMY anroputma
BHYTPW 3MEKTPOHHOTO Krtoya, B MPOTUBHOM crydae Bo3BpalyaeTcs owmnbka GrdE_NoService.

[nuHa 6ycepa faHHbIX 3aaaétcs napameTpom dwlng. [ins pexumos ECB n CBC oHa gomkHa 6bITb kpaTHa pasMepy 6rnoka anroputma LundpoBaHus, B
NPOTUBHOM crnyyae Bo3BpallaeTcsi owmnbka GrdE_InvalidArg. Onsa pexxumos CFB n OFB anvHa mMoxeT 6bITb NPOU3BOMNBHON, T.K. B 3TUX peXMMax
OTKPbITHIN MK 3aLMdPOBaHHbIN TEKCT CKNAAbIBAOTCS MO MOAYMIO 2 C KMI0YEBLIMU 6roKkaMu NonyYeHHbIMU B pe3yrnbTate paboTsl onepaummn 6noyHoro
wndppa. OTKPbITLIA UNK 3aMPOBaHHBIN TEKCT AOIMKHBI HAXOAUTLCS MO aapecy, ykasaHHOMY B napameTtpe pData. Ecnv chyHKUMS BbINONIHEHA YCMELLHO,
TO No 3TOMy agpecy 6yayT pasmeLleHbl 3alwmndpoBaHHbIe U pacluMdpoBaHHbIe AaHHble TON xe ANvHbIL. B aTom cnyyae dyHkumsa Bo3spalyaeT GrdE_OK.

B Takmx pexumax wudposaHus, kak CBC, CFB n OFB dyHkummn Heobxoaumo nepepaTth ykaszaTernb Ha BEKTOP MHUUManu3auun plV n anvHy Bektopa
MHUUManusaumm B napametpe dwlVLng. Mocne BbINONHeHUs onepaumn Bydep, Ha KOoTopbil ykaseiBaeT plV, bygeTt coaepxaTb 3Ha4YeHe Heobxoammoe
YHKLMM AN NOBTOPHOrO BbI3oBa. Taknum 06pa3om, HayanbHoe 3HayYeHne BeKTopa nHnuuanusauum byaet nameHeHo. invHa BekTopa nHuumnansaumm
[omkHa 6bITb paBHa pa3mepy 6noka anropuTma wudposanus. Ecnv annHa okaxeTtca 6onblue yka3aHHOW BENWUYMHBI, TO NULWHWE 6anTbl ByayT
npourHopupoBaHbl. Ecnu AnnHa okaxeTcs MeHbLUe yKa3aHHOW BeNMUMHBI, TO MCXOAHbIN 6ydep OyaeT gononHeH Hynsimu. [Mpum BbizoBe hyHKLUM C
HyneBbIM yKasaTenem Ha BEKTOP UHULManusauum, CuTyaums paBHOLEHHA MCNOMNb30BaHWMIO BEKTOPA MHMLMANU3aLummn COCTOSALLErO U3 HYNeBbIX 3Ha4YeHUI
MW BEKTOPA MHMLMAaNM3aLmMmn Hynesow AnnHbI.

Ecnu widpoBaHme BbINOMHANOCH 6rioKkamy NPOM3BONbHOM ANUHLI, TO [Nt KOPPEKTHOTO pacluMgpPOBaHNUS AMHA U NOPSAOK 06paGoTky BrOKOB AOMKHbI
coxpaHaTbes. Mpy BbINONHEHUM onepaumii LIMPOBaHUS 1 pacLUMGPOBaHUS CreayeT UCNoNb30BaTb OAMH U TOT XXe BEKTOP MHMLUMAan13aumm, ecnm
npeanonaraeTcsa NoMy4nTb UCXOOHbBIN OTKPbITHIA TEKCT.

CkopocTb paboThl hyHKLMM 3aBUCUT OT BbICTPOAENCTBUS SIEKTPOHHOTO KITtoYa U ANWHbI NepeaaHHbIX AaHHbIX. CrielyeT 3aMeTuTb, YTO CyLLECTBYET
MaKcuManbHasa AnuHa nakeTa faHHbIX NepeaaBaeMblx B Kitod. [ns AOCTMKEHUS MakcUMarnbHOro GbicTpoaencTBUS, ANMHa NepefaBaembix (OyHKLUN

OaHHbIX JOMKHa ObITb KpaTHa aTon BenuyuHe. Ecnn gnuHa nepegaHHbIX JaHHbIX NpeBblllaeT MakCMManbHyo ANWMHY nakeTa, To noBeaeHune (byHKLI,VIVI
aHanornyHo eé MHOrOKpaTHOMY BbI30BY.

Ona anroputmoB GSI1164

Pa3mep 6noka anroputma wudpoBaHus paseH 8 6anT. [ns kntoyen Stealth Il makcumanbHas gnvHa naketa 248 6ainT (GrdAMRS_GSII64), a ans
nuHenkn moaenew Sign 16384 Gaiit.

Ons anroputmoB AES128

Pa3mep 6noka anroputma wndpoBaHusa paseH 16 6anT. MakcumanbHasa agnuHa naketa 16384 6anT.

Ons anroputmos ECC160

[nsi paboTbl ¢ annapaTHo-peanun3oBaHHbIMK anroputMamu ECC160 ncnonbayiTe dyHkumio GrdSign.

Ona anroputmos HASH64
[na paboTbl C annapaTHO-peanu3oBaHHbIMKU anroputmamu HASH64 ncnonbaynte cyHkumio GrdHashEx.

Ci#

public static G dE G dTransfornEx(Handl e grdHandl e, G dAl gNum al gNum byte[] data, G dAM nethod, byte[] iv)

grdHandle [in]

Tun: Handle


https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/pages/viewpage.action?pageId=1278194
http://developer.guardant.ru/pages/viewpage.action?pageId=1278194
https://dev.guardant.ru/display/DOC/GrdSign
https://dev.guardant.ru/display/DOC/GrdHashEx
https://dev.guardant.ru/pages/viewpage.action?pageId=3769053

X3HAM, Yepes KoTopbI GyAeT BhINONHEHA AaHHas onepauus.
algNum [in]
Tun: GrdAlgNum , GrdAN

Homep pgeckpunTtopa anroputma, KoTopbiM 6yAeT NpoBOAUTLCS LWMpOBaHUE UK paclundpoBaHme. B npumepax ncnonbayotcs ob6bekTbl knacca GrdAN
Onsa nepefayv HOMepoB AEMOHCTPALMOHHbBIX anropuTMOB.

data [in,out]
Twn: byte [ ]
MaccumB AaHHbIX OTKPBLITOrO MK 3alMdPOBaHHOIO TEKCTA.
method [in]
Tun: GrdAM

[Ins ogHOBpeMeHHoM nepefayn MeToay pexuma paboTbl anroputma u Tmna onepauumn wudposaHus, knacc GrdAM copepXxuT neperpysku onepartopa
cnoxeHusi. Hanpumep, 4to6bl 3awmdpoBaTth 610K aHHbBIX B PEXUME 3NEKTPOHHOWM KOAOBOWM KHUMM, MeTogdy AocTaTtovHo nepedaTte GrdAM.ECB + GrdAM.
Encrypt.

iv [in,out]
Twun: byte [ ]
BekTop nHuumnanusaumum ana pexumos wudgposarnus CBC, CFB 1 OFB:

onsa GSI164 - 8 6awT, ona AES128 n AES256 - 16 6anT.

GrdE.OK Onepauus BbINOHEHa YCMNEeLHO.

GrdE.AlgoNotFound | Anroputma ¢ ykazaHHbIM HOMEPOM He CyLLECTBYeT.

GrdE.InvalidArg 3agaHo HeoMyCcTUMOe 3HaYeHne OAHOro 13 apryMeHTOB OyHKUMN.
GrdE.NoService [ins anropuTma/syeikv cepBuc He NPeayCMOTPEH.
GrdE.GPis0 CueTymnk anroputma AOCTUT HYNEBOro 3HaYEHUs.

GrdE.Inactiveltem Anroputm/ayeiika HaXoAsTCA B HEAaKTUBHOM COCTOSIHWUM, KOMaHAa He BbINOMHEHa.

MepeiiTn k cncky Bcex owmbok Guardant API

Meton GrdTransformEXx no3sonset 3awwmncpoBaTb Unu pacindpoBaTh AaHHbIE C MOMOLLBIO annapaTHO-pean3oBaHHOro B 3NEKTPOHHOM Kroye
Kpuntorpaduyeckoro anroputma. LndposaHne BbINONHAETCA anropuTMOM C HOMEPOM, 3adaHHbIM B napameTpe algNum. 3TOT anroputm
npeaBapuTenbHO JoMmkeH BbiTb co3aaH, B NPOTUBHOM Cryyae Bo3spalyaeTcs owmnbka GrdE.AlgoNotFound. Ecnu B geckpuntope anroputma ycTtaHOBIEH
chnar "ymeHblUeHMe cyeTumnka", TO BblYMTaHWE CHETUMKA anropuTMa NpoucxoamT npuy kaxaoMm BeioBe GrdTransformEx. Mpu AOCTMXKEHUN CHETYNKOM
HyneBoro 3Ha4yeHus, Bo3spatuaetcs owmnbka GrdE.GPis0. Ecnu npu cosgaHum anroputMa unm B npotiecce paboTbl OH Obin nepeBefeH B HeakTUBHOE
CoCTOsiHMe, Bo3BpaLlaeTcs owmnbka GrdE.Inactiveltem.

B uensx 6e3onacHOCTW, B 3NEKTPOHHOM KItoYe CyLLeCTBYeT BO3MOXHOCTb CO3faBaTh anropuTMbl NO3BOMSAOLLME TOMBKO 3aLLnEpPOBbLIBaTL UMW TOMLKO
pacwmdpoBbIBaTh AaHHbIE. [INg TakMx anropuTMOB TUM onepauuy, nepefaBaeMblvi B napameTpe method, AomKeH COOTBETCTBOBATL TUMY anroputMa
BHYTPW 3NEKTPOHHOrO Kroya, B MPOTUBHOM cryyae Bo3Bpalyaetcs owmnbka GrdE.NoService.

[Ons pexxumos ECB n CBC anvHa maccuBa faHHbIx (B 6anTax) gomkHa bbiTb kpaTHa pa3mepy 61oka anropytma WmMdgpoBaHusi, B NPOTUBHOM Clyyae
Bo3Bpalaetcs owmbka GrdE.InvalidArg. [ins pexxumos CFB n OFB anvHa MoXeT ObITb NPOM3BONBHOWM, T.K. B 9TUX PEXUMaX OTKPbITbIA UK
3awmMpoBaHHbI TEKCT CKNaabIBaTCA NO MOAYNIO 2 C KNoYeBbIMU Griokamy NonyyYeHHbIMK B pe3ynbTaTte paboTbl onepaummn 6104Horo

wundppa. OTKPLITLIA UK 3aWMPOBaHHBIA TEKCT AOMKHLI HAXOAUTLCA B MaccyBe nepefasaemMoM Mo CCbinke B napameTpe data. Ecnvu meToa BbINONHEH
YCMeLLHO, TO B 3TOM Xe mMaccuBe ByayT pasmelleHbl 3amdpoBaHHble UK paclumdpoBaHHbIe AaHHbIe TOW Xe ANWHbL. B aTom cnyyae meTof Bo3BpallaeT
GrdE.OK.

B Takmx pexumax wudposaHus, kak CBC, CFB n OFB meToay HeobxoamMmo nepedath CCbifKy Ha MaccuB GaiiT cogepalumin BEKTOP MHULManusaumm
(napameTp iv). [Mocne BbINOMHEHUS ONepaLmn AaHHbIA MaccuB ByaeT coaepxaTtb 3HaYeHUss Heo6xoaAMMblE MeTOAY Ans NOBTOPHOrO Bbl30Ba. TakuM
o6pa3om, HauarbHoOe 3Ha4YeHVEe BEKTOPA NHMLManu3aumm 6yaeT usmeHeHo. [nvHa BekTopa UHMumanusaumm JormkHa ObiTb paBHa pasmepy 6roka
anroputMa wudposaHus. Ecnu anvHa okaxeTtcs 6onblue ykasaHHOW BENWMYUHLI, TO NUWHKWE BaiiTel 6yayT NpoMrHopupoBaHbl. Ecnv anuHa okaxeTcs
MEHbLLE YKa3aHHOW BEMUYMHBI, TO UCXOAHbLIN MaccuB ByaeT AONONHEH HYNsMU.

Ecnu windpoBaHme BbINOMHANOCH Gr10kaMy NPoM3BOSIbHON ANWHbI, TO Asi KOPPEKTHOrO paclumndpoBaHnsa AnvMHA U Nopsaok 06paboTku GrOKOB AOMKHbI
coxpaHaTbest. [Mpy BINONHEHUN onepaumii LUMPOBaHUS U paclumMpoBaHus crieayeT UCNOoNb30BaTh OAMH U TOT e BEKTOP MHULManM3auum, ecnm
npeanonaraeTcs Nony4nTb UCXOOHbBIN OTKPbITHIN TEKCT.
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CkopocTb paboTbl MeToAa 3aBUCUT OT GbICTPOAEWCTBUSA 3NEKTPOHHOTO KNtoda U ANMHbI NepeAaHHbIX AaHHbIX. CredyeT 3aMeTUThb, YTO CyLLecTByeT
MaKkcuManbHasa AnuHa naketa AaHHbIX nepeaaBaeMblxX B KoY. [ns AOCTUXKEHUS MakcMmarnbHOro 6bICTpoAencTems, AnMHa nepeaaBaeMbiX METOAOM
[OaHHbIX JOSKHA ObITb KpaTHa 3Tol BenuunHe. Ecnn AnnHa nepefaHHbIX AaHHbIX NPeBbllaeT MakcuMaribHy ANMHY NakeTa, To NoBeAeHue Metoga
aHanorn4yHo e€ MHOrokpaTHOMY BbI30BY.

Ona anroputmos GSI1164

Pa3mep 6roka anroputma windpoBaHns paseH 8 6anT. MakcmanbHas AnvHa naketa 248 Gawr.

Ons anroputmos AES128

Pasmep 6roka anroputma wingpoBaHnsa paseH 16 6anT. MakcumanbHasa gnvHa naketa 16384 6aiT.

Ons anroputmoe ECC160

[ns paboTbl ¢ annapaTHo-peanunsoBaHHbIMK anroputMamu ECC160 ncnonb3yinte metog GrdSign.

Ons anroputmos HASH64

[ns paboTbl ¢ annapaTHo-peanun3oBaHHbIMK anroputMamu HASH64 ncnonbayiite metog GrdHashEXx.

Java

public static G dE G dTransfornEx(Handl e grdHandl e, int al goNum byte[] data, G dAM nethod, byte[] ivVv)

grdHandle [in]

Tun: Handle

X3HAN, Yepe3 KOTopbli ByaeT BbINONHEHa AaHHas onepauus.
algNum [in]

Tun: int

Homep geckpunTtopa anroputma, kotopbiM OyaeT NpoBOAUTLCS LWnpoBaHue unu pacwmdpoBaHve. B npumepax ncnonbaytotcst 06bekTbl knacca GrdAN
Onsa nepefayv HOMepoB AEMOHCTPALMOHHbBIX anropuTMOB.

data [in,out]

Twn: byte [ ]

MaccuB faHHbIX OTKPBITOrO 1w 3awmndpoBaHHOTO TEKCTa.

method [in]

Tun: GrdAM

Pexum paboTbl anroputma v TMn onepauuu.

iv [in,out]

Twn: byte [ ]

BekTop nHuumanusauum ansa pexumos wudposarust CBC, CFB 1 OFB:

ans GSI164 - 8 6ant, ana AES128 n AES256 - 16 6anr.

GrdE.OK Onepauus BbINOMHEHa yCNeLHo.

GrdE.AlgoNotFound | Anroputma ¢ ykasaHHbIM HOMEPOM He CyLLecTByeT.

GrdE.InvalidArg 3agaHo HeJoMycTUMOe 3HaYeHne OAHOro U3 apryMeHTOB OyHKLUMN.
GrdE.NoService [ns anroputma/syeinku cepBuC He NpeayCcMOTPEH.
GrdE.GPis0 CyeTymnk anropuTMa AOCTUM HYNEBOro 3Ha4YEHHS.

GrdE.Inactiveltem Anroputm/syeiika HaXoAATCA B HEAKTUBHOM COCTOSIHUW, KOMaHAa He BbIMOSHEHA.
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MepeiiTn k cnvcky Bcex owmbok Guardant API

Meton GrdTransformEXx no3sonset 3awwmcpoBaTb nu pacundpoBaTb AaHHbIE C MOMOLLBIO annapaTHO-pean3oBaHHOro B 3NEKTPOHHOM Krloye
Kpuntorpaduyeckoro anroputma. LndposaHve BbINONHAETCA anropuTMOM C HOMEPOM, 3adaHHbIM B napameTpe algNum. 3TOT anroputm
npeaBapuTensHO JOMKeH BbiTb Co34aH, B MPOTMBHOM crlyvae Bo3spalyaetcsi ownbka GrdE.AlgoNotFound. Ecnu B geckpuntope anroputMa yctaHOBMEH
dnar "yMmeHbLUEeHMe cHETYMKA", TO BblYMTaHME CHETYMKa anropuTMa NpoucxoamuT npu kaxaom Bbizose GrdTransformEX. MNpu gocTuxeHnn cyeTynkom
HyneBoro 3HayeHusi, Bo3spallaeTtcs owmnbka GrdE.GPis0. Ecnu npu co3gaHum anropuTma unv B npouecce paboTbl OH Obin nepeBedeH B HeakTUBHOE
cocTosiHMe, Bo3BpalaeTcs owmnbka GrdE.Inactiveltem.

B uensx 6e3onacHOCTW, B 3NeKTPOHHOM KItoYe CyLLeCcTBYyeT BO3MOXHOCTb CO3faBaTh anropuTMbl NO3BOMSAOLLME TOMBKO 3aLLnEPOBbLIBaTL UMK TOMBKO
pacLumndpoBbiBaTh AaHHbIE. NS Takux anroputMoB TUN onepauunn, nepedaBaemblii B napameTpe method, [OMKeH COOTBETCTBOBATL TUMY anroputma
BHYTPW 3NEKTPOHHOIO KItoYa, B MPOTUBHOM cryyYae Bo3Bpalyaetcs owmbka GrdE.NoService.

[ns pexumos ECB n CBC anvHa maccuBa faHHbIx (B 6aiTax) gomkHa bbiTb kpaTHa pasmepy 61oka anropytma WmMdgpoBaHusi, B NPOTUBHOM Clyyae
Bo3Bpalyaetcs ownbka GrdE.InvalidArg. Ons pexvumo CFB n OFB gnuHa MoxeT ObiTb MPOM3BOSIbHON, T.K. B 3TUX PeXMMax OTKPbITbIA Uin
3aWmMpoBaHHbI TEKCT CKINaAbIBaTCA NO MOAYNHO 2 C KNoYeBbIMU Griokamu NonyyYeHHbIMK B pedynbTate paboTel onepaummn 6104Horo wndpa.
OTKpbITbIA UK 3alMPOBAHHBIN TEKCT AOMKHBI HAXOAMUTHLCS B MaccuMBe nepegaBaeMoM Mo CChinke B NapameTpe data. Ecnu meTog BbIMOMHEH yCneLwHo,
TO B 9TOM e Maccuse OyayT pa3melleHbl 3almdgpoBaHHble Unu paclundpoBaHHbIe AaHHbIEe TOW e AnvHbl. B aTom cnyyae metop Bo3spawaeT GrdE.OK.

B Takux pexumax wndposaHus, kak CBC, CFB n OFB meToay HeobxoanMo nepeaath CCbIfIKy Ha MaccuB BanT cogepalumii BEKTOP MHULManmusaumum
(napameTp iv). Mocne BbINONHEHUsi onepauun AaHHbIN MaccuB ByaeT coaepkaTb 3HaYeHUss HeobxoaMMble MeToay Ans NOBTOPHOrO Bbl30Ba. TakuM
obpa3om, HayanbHoe 3HavYeHVe BeKTopa MHULUManm3auum 6yaeTt nameHeHo. [invHa Bektopa nHuumanusaumm gomkHa 6biTe paBHa pa3mepy 6noka
anroputMa wudposaHus. Ecnv anvHa okaxeTtcs 6onblue ykasaHHOW BENWMYUHBI, TO NuwHWe BaiTel 6yayT NnpourHopupoBaHbl. Ecnv anuHa okaxeTcs
MeHbLLE yKkazaHHOW BENNYMHbI, TO UCXOAHbBIN MaccuB 6yaeT OOMOMHEH HYyNsSMU.

Ecnu widppoBaHme BbINOMHANOCH 6riokamy NPOM3BOSbHOM ANMUHLI, TO AN KOPPEKTHOTO pacluMgpPOBaHNUs ANMHA U NOPSAOK 06paGoTky B6rIOKOB AOMKHbI
coxpaHaTbes. [py BbINOMHEHNUM onepaLmii LUIMPOBaHUSA U paclumMdpoBaHusi crieqyeT UCMONb30BaTh OAMH U TOT e BEKTOp MHULManM3auum, ecnm
npeanonaraeTcsa Nony4nTb UCXOAHbBIN OTKPbITHIN TEKCT.

CkopocTb paboThbl METOAA 3aBUCUT OT BbICTPOAENCTBISA SNIEKTPOHHOTO KItoYa U ANWHbI NepefaHHbIX AaHHbIX. CreayeT 3aMeTuTb, YTO CyLLecTByeT
MaKkcuManbHasa AnuHa naketa AaHHbIX NnepeaaBaeMblx B Kitod. [ns AOCTUXKEHUS MakcMmarnbHOro 6biCTpoAencTBms, AnMHa nepeaaBaeMbiX METOAOM

OaHHbIX JOMKHA ObITb KpaTHa aToN BenuuuHe. Ecnu gnuHa nepegaHHblX JaHHbIX NpeBblllaeT MakCMManbHyo ANMHY nakeTa, ToO noBeaeHne metoaa
aHanornyHo eé MHOrOKpaTHOMY BbI30BY.

Ons anroputmos GSI1164

Pa3mep 6noka anroputma windpoBaHuns paseH 8 6anT. MakcumanbHas anvHa naketa 248 G6awT.

Ons anroputmos AES128

Pa3smep 6roka anroputma wingpoBaHusa paseH 16 6anTt. MakcumanbHas gnuHa naketa 16384 6aiT.

Ons anroputmoe ECC160

[nsa paboTbl C annapaTHO-peanu3oBaHHbIMU anroputmamu ECC160 ncnonbayite meton GrdSign.

Ons anroputmos HASH64

[nsi paboTbl ¢ annapaTHo-peann3oBaHHbIMK anroputMamu HASH64 ncnonbayiite metog GrdHashEXx.
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