Hactpoika Guardant SP

Guardant SP — ato codTBepHas peanusauus Guardant Sign, npegocTaBnsoLas KNMeHTY NPakTUYeCKy BCe Te e BO3MOXHOCTM C TOYKW 3PEHUS 3aLUnThl,
YTO U 3NeKTPOHHble kntoyn. OcobeHHocTbio Guardant SP saBnseTcs kpuntorpaduyeckas npmBaska k 06opyaoBaHuio (T.e. pa3paboTymk MOXET HaNoOXuTb
OrpaHUYeHnsl Ha N3MeHeHne KoHMUrypauuy o6opyaoBaHNs KOHEYHOTO NOMb30BaTeNs).

Kntoy doyHKLMOHUPYET NO NpUHLMNAaM, aHanormyHbIM 3MeKTPOHHbIM Krtoyam cemerictBa Guardant. MnaBHbIM OTNNYMEM SIBMSIETCSA TO, YTO BCA JOrvka
3MEKTPOHHOrO KIto4a pacnornoX)eHa B 3aLLMLLEHHO NCeBAOKOAOM YacTu ApaiiBepa unu, ans pexuma pabotbl 6e3 gpansepa, B Guardant APl n
MCMOMHSIETCH HENOCPEACTBEHHO Ha KOMMbIOTEPE NOMb3oBaTeNs.

Mpun npoBeAeHWn aBTo3aLWmThl (MNK ucnonb3oBaHun Guardant API) 3awyiiaemoe NpunoxeHne HagexXHo NpUBSA3bIBAeTCS K 3k3eMNIsipy COTBEPHOIO
Krtoya, rae UCMOomb3yTCH CUMMETPUYHBIA anroputm LndgposaHus AES128 1 anroputm anekTpoHHom undpooit noanmcy ECC160.

I'Ionyquammﬁcyl KoY 3aLUnTbl OCTaeTcd HepaGOTOCI‘IOCOGHbIM A0 ero aktmeBauum Ha KOMnbloTepe KOHEYHOro nosib3oBaTtesis C UCMOoNb30BaHNEM
YHUKarnbHOro CepMVIHOI’O HOMepa. an aKTMBaLMK KoY KpMI’lTOFpad)VNECKM NnpuBA3bIBAETCA K COCTaBNALWMM KOMMNbOTEPA KOHEYHOIo nosb3oBaTernd,
3aluliaa nporpaMmmMmy OT HECaHKLUMOHMPOBAHHOIO KONMpoBaHUA.

Hauunas ¢ gpaiisepos Guardant 6.2, codTBepHbIN koY nogaepxuBaeT hyHKUMOHaNbHOCTL kntoyer Guardant Time (nuueH3vpoBaHne nNo BpemeHun
paboTbl C UCNOSb30BaHNEM Pa3fNNYHbIX MEXaHU3MOB orpaHuyeHusi Bpemenn) u Guardant Net (cozgaHve n akTrBaums krtoda Ha HECKOSbKO NULIEH3UI, C
BO3MOXHOCTbIO pa3fadv 3TUX NMLEH3NIA MO CeTHn).

Guardant SP nogaepxusaeT Bce onepaunoHHble cuctembl Windows, HaunHasi ¢ Windows XP.

CodhTBepHbIE KMtoun Takke paboTatoT B onepaLmoHHbIX cucTeMax cemelicTea Linux. OgHako B 3ToM criydae dyHKUMOHanbHOCTh krtodeit Guardant Time n
aBToOMaTU4ecKas 3almTa HeJoCTYMHbI (MPYBA3Ka K KoYy OCYLLECTBNAETCS TONbko Yepe3 API).

MprHUMN paboTbl
OpraHuzaums 3awwmTbl npunoxexusi npu nomoluy Guardant SP coctonT 13 aByx aTanos:

1. MNpuBsi3ka 3aLLMLLAEMOrO NPUMOXEHUS K LWABOHY COTBEPHOrO KMoya NoCpeAcTBOM aBToMaTuyeckol 3awuTel unu Guardant API.
2. AktnBaums wabnoHa coTBEPHOrO KMoya CEPUAHBIM HOMEPOM U MPMBSA3Ka KItoYa K KOMMbIOTEPY KOHEYHOrO NOMb30BaTeNs.

Moz wabnoHoM codpTBEPHOTO Kroya noapasymeBaeTcst Habop Nosen, anropUTMOB LMPOBAHUS U MOAMUCH, KOTOPbIE MOCHe akTUBaLMK CEPUMHBLIM
HOMEpOM MpeBpaLLaoTCs B NOSHOCTbIO paboTocnocobHbIN ktoy Guardant SP. La6rioH kroya yHUKkanbHO onpeaensieT Coaepkumoe Kroda v ero
KpunTorparyeckne BO3MOXHOCTM.

LLla6rnoH co3pnaeTcsi pa3paboTumkom codTa Npy NPOEKTUPOBAHNUMN CUCTEMbI 3aLLMTbI MPUIIOKEHNS U 4O €ro akTMBaLMM Ha KOMMbloTepe KOHEYHOTO
nosnb30oBaTenst HaAeXHo 3alMdpPoBaH 1 NoANMCaH Knovamu paspaboTtunka. Tonbko cepBep akTUBaLMKU KOMNAHUU «AKTMBY» MOXET akTUBMpPOBaTb
wabnoH, nepenognmcas ero 1 nepewngpoBas TakuM 06pa3om, YTobbl OH cTan paboTocnocobeH Ha KoMMNbIoTepe, rAe NPoBOAMIIack aKTMBaLUS.
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BakHo noHMmaThb, YTO AN NPOBEeAEHMS 3alMTbl HA KOMMNbIOTepe pa3paboTymka HE0H6X0AMMO co34aTh OTNaAouHbIN ktod Guardant SP. [Insi 3TOro MOXHO
MCMONb30BaTb OAMH U3 CEPUMHBIX HOMEPOB, BblaBaEMbIX KaX/0My HOBOMY MOMb30BaTENO NpW PerncTpaumm Ha CEpBepe akTMBaLuu.



Bce codTBepHbIe Knoum paBHOMpPaBHbI. He cyluecTByeT NOHATUSA KNntoden paspaboTumnka nnm mactep-knioden. Ecnm Heobxoaumo npoTtectupoBaTb paboTy
C KIMKYOM C HY>XHOI MackKoW, Takol Koy Heo6X0AMMO co3aaTh Ha KoMnbloTepe pa3paboTymka. Takke MOXHO 3anucaTtb NPOM3BOIIbHYHO MacKy B yXe
aKTMBMPOBAHHBIA KoY.

CepBep akTuBaumm

CepBep aKTvBauMn — 3TO CPEACTBO ANS YrpaBfeH s )XM3HeHHbIM LIMKIoM codpTBepHbIX Kritovein Guardant SP oT 3aka3sa u
pacnpocTpaHeHusi, 40 akTuBaumm 1 GrOKMPOBKM KItOYei KOHEYHbIMM MONb30BaTENAMM.

Kaxabii pazpaboTynk nporpaMMHoro obecneveHust, KOTopbI AenaeT OCHOBOW CBOEN CUCTeMbl 3alumThl kntoun Guardant SP, nmeeT nepcoHanbHbI
aKKayHT Ha cepBepe akTuBauuu. YnpasneHne cepuiHbIM1U HOMEpaMu OCyLLECTBNSIETCS Ha BCex aTanax pabotbl kntoven Guardant SP ¢ koHTponem
Npou3BeAEeHHbIX NONMb30BaTENAMM aKTUBaALMA U BNOKMPOBKOW B HY>XHbI MOMEHT CEPUIAHBIX HOMEPOB.

CepBep aKTuBaL MM No3BONAET co3faBaTb CTPYKTYPbl NPOrpaMmMHbIX NPOAYKTOB U HAa3Ha4YaTb UM B OQHO3Ha4YHOE COOTBETCTBME cepMPlele HOMepa.
AKTUBMpOBaTb CEPUNHBIN HOMEP KOHEYHbIN MOfb30BaTeNb MOXET TOMbKO AN TOro npoAayKTa, KOTOPpOMY OH npeaHasHa4eH.

B nto6o MOMEHT pa3paboTunk MOXET NOMYYNTb OTHYETbI MO BbIMNOSIHEHHBIM ONepaLusiM 1 AeTarnbHyl CTaTUCTUKY Mo knovam Guardant SP. MNone
KOMMEHTapVsi Ans KaXaoro CepunHoro HoMepa AaeT BO3MOXHOCTb OTMETUTb KOHKPETHOTO KIWEHTa NOJ, CEPUAHBIN HOMEP 1 OTpasuTb BCe HeobXoauMble
petanu.

AKTUBaUMSA Kroyen

AkTBaLMS CepVIVIHbIX HOMEpOoB NPOMCXOAUT NpOo3paYvyHo ana pa3p860T‘-IVIKOB N KOHEYHbIX nonb3oBaTtenen. I'IpM 3TOM aKTnsauma O4HOro CepVIVIHOI'O
HOMepa 3aHMMaeT BCEro HECKOJbKO CEKYyHA U ABNAeTCA CMNOXHOWN KpunTorpadr4eckon onepaumen.

MHoroypoBHeBOe pe3epBMpPOBaHME XOCTVHIa NO3BOMSET aKTUBMPOBATDL KIOUM KOHEYHbIMY MONb30BaTeNsMu B pexumve 24/7 faxe npyu HeQOCTYNHOM Mo
no6bIM NpuumMHam ppoHT odmce. Hannume ocnaiH akTBauuii faeT BO3MOXHOCTb akTUBMPOBaTb COPTBEPHbIE KIOYM Ha KoMMbloTepax 6e3
NOAKIOYEHUs K ceT MIHTepHeT.

YnpasrneHne cepuiiHbiMM HOMeEpamMm

Bce onepauum no ynpasneHuto CepMVIHbIMM HOMepaMun MOryT UCMONMHATLCA Cpady aAnA HECKONbKUX NPOAYKTOB. Hwxe npueefeHbl OCHOBHblE BO3MOXHOCTU
cepBepa akTuBauun anga ynpasneHusa CepI/IIZHbIMI/I HOMepamu:

NPOCMOTP CEPUMHBIX HOMEPOB;

Ha3HayeHWe 1 nepeHasHayveHne CepuiHbIX HOMEPOB NPOAYKTaMm;

yCTaHOBKa NUMUTa akTUBaLMI NS KMHYEN C HECKOMNbKUMU aKTUBaLUsSMU;

nepefada CepuiiHbIX HOMEPOB KOHEYHOMY MOSIb30BATEN!O;

hopMupoBaHmNe CeTeBbIX KMHOYEN C HEOBXOANMBIM KONNYECTBOM CETEBbIX NULEH3NIA;
6nokvpoBka 1 pa3brnokupoBka cepunHbIX HOMEPOB;

cbpoc cTaTyca cepuinHbIX HOMEpPOB;

pacLUMPEHHbIN NOUCK CEPUNHBLIX HOMEPOB;

npocMoTp noapobHoN MHOPMaLMKU No CEPUAHOMY HOMEPY;

ncrtopus paboTbl C CEPUNHLIM HOMEPOM.

[emo-akkayHT

[ina yno6cTBa 03HakoMneHust ¢ knovamu Guardant SP cyLLecTBYOT Tak Ha3blBaeMble JEMOHCTPALMOHHbIE CODTBEPHbIE KMtoun. KpunTorpaduyeckue
kntoun AES128 n ECC160 ans Hux OoCTynHbI ntobomy enatowemy, 1 N0O3TOMY AEMOHCTPALMOHHbIE KIMHYM HE MOTyT ObITb MCMONb30BaHbI ANS 3aLUThI
KOMMEPYECKOro NporpaMMHOro oGecneyeHus.

Bocnonb3oBaTtbca AeMOHCTPaLMOHHbBIMK Kintodamu Guardant SP MOXHO npy nomoLLm crneumanbHOro AemoakkayHTa. [JeMOHCTpaLUMOHHbIE KITioun
noaaepxuBatoT paboTy Kak C yTunMTamm aBToMaTU4eckon 3awmnTsl, Tak u Guardant API.

[1nsi 03HaKOMMEHWsI C BO3MOXHOCTSIMU CepBepa akTMBaLMM CyLLECTBYET creumanbHbIi pexiumM paboTsl — «[JeMo pexumy». MNpu HaxaTum Ha 3Ty KHOMKY no
appecy https://sp.guardant.ru MoxxHo nonacTe B J€MOHCTPALMOHHBIV NNYHBIN KabruHeT pa3paboTymka. Bce codTBEpHbIE KMHOYM, NpeACcTaBeHHbIE Ha
cepBepe, NONHOCTbI0 PaboTOCNOCOBHbLI 1 MOTYT GbITh UCMONB30BaHbI ANs udydeHust Guardant SP 1 npuHUMnoB paboTbl ¢ HAM.

Mpun paboTe B AEMOHCTPALMOHHOM pEXMME BCE BO3MOXHOCTU CepBepa akTUBaLMK AOCTYMHbI TOMbKO ANst IpocMoTpa. BeinonHeHne fencTaui ¢ knovamm
B TakOM pexvme 3a6II0KMpOBaHo.

O3HaKOMUTLCS C CEPBEPOM aKTUBaLMK 1 onpoboBaTh COMTBEPHbIE KIOUM MOXHO B AEMO-PEXMME.

Moppo6HocTu - B pa3gene PaboTta ¢ cepepoM akTvBaLuu.


http://www.guardant.ru/products/guardant-sp/
https://sp.guardant.ru/
https://sp.guardant.ru/Account/Login/
http://developer.guardant.ru/pages/viewpage.action?pageId=2031625

BbicTpbIn cTapT

Mpu pernctpauun Ha cepBepe akTMBauun Unu NpuoBbpeTeHNN KoMneKTa pa3paboTymka KnMeHT nonyyvaet kntoun Guardant SP u Guardant SP Trial, a
Takke Nnoanucky Ha cepeep akTvBauuu. [ins Toro YTobbl 3aLUTUTL TECTOBOE MPUMNOXEHWE, OCTAaTOMHO COBEPLUMNTL HECKOMBKO LUAroB:

1. 3apeructpupoBatbcs Ha cepBepe akTuBauuu no agpecy https://sp.guardant.ru.

2. CkayaTb ¥ yctaHoBuTb Guardant SDK.

3. [oxpaaTbcsa NnMcbMa O 3aBepLUeHUM perncTpaumm Ha cepsepe akTuBaumm (1-3 pabounx aHs). BnoxeHHbl daiin nvcodes.dat Hy>HO ckonmpoBaTb
B nanky yctaHoBku Guardant SDK, nognanky Bin (C:\Program Files (x86)\Guardant\SDK7\Bin).

4. B nn4yHOM KabuHeTe Ha cepBepe aKkTMBaLWKM Yepe3 HECKONbKO MUHYT NOCne 3aBepLUEeHUs perncTpaumm nosiBaTcs cepuiiHble Homepa Guardant
SP 1 Guardant SP Trial. Ha cepBepe Hy>HO 3afaTb CNMCOK NPOAYKTOB, KOTOPbIE MNaHUpyeTcs 3aluLaTh, U Ha3HAYUTb UX CEPUNHBIM HOMEpam
(4TOBbI KOHKPETHBIM CEPUHBIM HOMEPOM MOXHO BbINO aKTMBMPOBATL KoY TOMBKO ANS ONpeAeneHHOro Npoaykra).

5. 3anycTtuTtb MacTep JnueHanposaHus n ABTomaTudeckon 3awuTsl (BxoamT B coctae Guardant SDK) 1 cnegosaTtb ero ykasaHuam. [ins ycTaHOBKU
3aLUMUTBI HYXXHO YKa3aTb Mo6OIN CepUiiHbIA HOMEP C COOTBETCTBYIOLLVMM NPOAYKTOM U CTaTyCoM «[OTOB K akTMBaLmmu».

Mocne BbINONHEHUS AaHHbIX Waros byaeT chopmmnpoBaH LWabnoH codpTBEpHOro knoya (ain ¢ pacumpeHnem grdvd), KOTopbln HeobxoanMo
pacnpocTpaHaTb BMECTE C 3alUMLLEeHHON nNporpaMMoit. AKTuBaums WwabnoHa nponssoanTca npu nomoliy Mactepa aktuBaumm n CepuitHoro Homepa.

Peructpauus n yctaHoBka KomnnekTta paspaboTtyvka
HacTtpoiika npoayKToB U CEPUIAHBIX HOMEPOB
3awmTa npu nomowm Guardant SP

O ABTOMaTMYeckas sawmTa

O Kcnonb3oBaHue kntoyen B Linux
CospaHue cetesoro kntoya Guardant SP
PacnpocTtpaHeHune TpuanbHbix Bepcuii ¢ kniodom Guardant SP Trial
PaboTa ¢ cepBepom akTuBaummn

O 3aka3s coPTBEPHbIX KITHOYEN

O YnpasneHue nNporpaMMHbIMU NPOAYKTaMm

O VYnpaBneHue cepuitHbIMAN HOMEpamm

® Tlounck cepuiiHbiX HOMEpPOB

[pocmoTp cepuiiHbIX HOMEpPOB
HasHaueHue cepuitHbix HOMEPOB APYroMy NPOAYKTY
Mepepava cepuiiHbIXx HOMEPOB KOHEYHOMY MOMb30BaTENtO
CeTeBble Koun
YcTaHoBKa nuMUTa akTuBauui
BrnokmpoBka cepuinHbIXx HOMEPOB
Pa3bnokupoBka cepuinHbIX HOMEPOB
NcTopus paboTbl ¢ cepuiiHbIM HOMEpPOM
pynnoBas paboTa ¢ knoyamu

® |AcTopus akcnopTa

® OkcnopT
O CepsucHble onepauuu

" Bbirpy3ka AaHHbIX

CraTtucTtuka no knovam
CraTtucTiKa no akkayHTy
CwmeHa napons anst Nn4Horo kabuHeTta
PyTtokeHn Web
O6yueHune paboTe ¢ cucTeMoit, Texnoaaepxka, hopym
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