GrdTRU_SetAnswerProperties

dyHkumsi(meton) GrdTRU_SetAnswerProperties nogrotaBnuBaeT gaHHble Ansi BbINONHEHUs onepaumny Protect Ha yaaneHHOM krtouye npu UCnonb3oBaHUm
Trusted Remote Update.

(o]

int GRD_API G dTRU_Set Answer Properti es(
HANDLE hGrd,
DWORD dwTRU_FI ags,
DWORD dwReser ved,
DWORD dwMWY Pr ot ,
DWORD dwRdPr ot ,
DWORD dwiNunfunc,
DWORD dwTabl eLMS,
DWORD dwd obal Fl ags,
voi d *pReserved

hGrd | xaHAn, Yepes KoTopbI GyaeT BbINONHEHA AaHHasA onepaums

dwT  komBuHauus cdnaros GrdTRU_Flags XXX, yka3sbiBatoLymx, BbiNonHAT nv onepauuu Init v Protect npu yaaneHHom nporpammupoBaHum. Micnonb3aytoTcst TONbKo
RU_ ' npu nonHon peopraHn3aLmu naMsTv yaaneHHoro knoya (M3MeHeHne KonmnyecTsa anropuTMOoB, 3alUMLLEHHbIX S4Yeek, aapecoB annapaTHbIX 3anpeToB 1 T.n.).
Flags = VHaye napameTp fomkeH 6biTb paBeH 0

GrdTRU_Flags_Init BbinonHsTb onepauuto Init nepen oGHoBNEHMEM NaMsATh knoya

GrdTRU_Flags_Protect = BbinonHste onepaumto Protect nocne o6HoBneHns namMsaTy knoda

dwR | 3ape3epBupoBaHO. 3HaYeHUe AOMKHO GbiTb paBHO O
eserv
ed

dwW = SAM-apgpec (B 6arntax) nepsoro cnosa UAM-namaTu kntoya, AOCTYNHOro Ans 3anucu. Agpec AormkeH 6biTb YeTHbIM, B NPOTUBHOM Chyyae BO3BpallaeTcs oLmbka
rProt = GrdE_InvalidArg

dwR | SAM-apgpec (B 6arTax) nepsoro cnosa UAM-namsTu kntoya, AOCTYNHOTO Anst YTeHns. AApec AOIKeH OblTb YETHBIM, B MPOTUBHOM Crlyyae BO3BpaLLaeTcsi omnbka
dProt | GrdE_InvalidArg

dwN | KOnM4ecTBO anmapaTHbIX anropuTMOB U 3alUMLLEeHHbIX sueek (Protected Item), Bkntovas Tabnuuy nuueHsuii LMS, geckpunTopbl KOTOPbIX 3anvcaHbl B NaMsTh
umF  knoya
unc

dwTa [Ons ceTeBbIX KMOYEN NpY UCMONb30BaHUM TabnuLbl MULEH3NIA: HOMEP 3aLLMLLIEHHOW SHENKWN, B KOTOPOW XpaHuTcs Tabnvua nuueHann LMS. Ecnv LMS He
bleL | ncnonb3yeTcs UK KoY NokanbHbIA, 3Ha4YeHne AOMKHO BbiTb paBHO 0

MS

dwGl = Onucanve cnaros dwGlobalFlags:

obal

Flags = GrdGF_Protect =1 = BrokupoBka Bbi30Ba dyHKLMN GrdSetTime. ABTOMATIUECKM BLICTABMSETCA NPK NPOrpaMMUpOBaHim krioda 13 GrdUtil. Ecrnin aaHHbIi conar 6bin
Time BbICTaBIEH, TO M3MEHUTb BPEMS MUKPOCXEMb! TaliMepa HEBO3MOXHO 6e3 nepesanucn macku
GrdGF_HID 2 | Knioy pabotaet B HID-pexume

GrdGF_OnlyOn ' 4 = EOVHCTBEHHBIN CECCUOHHBIN KNtod Ans Guardant API. Mpu ycTaHoBNeHHOM dnare 6yaeT paboTocnocobHa TONbKO 0AHA KONUsi NPUMNOXKEHUS],
eSessKey 3awumuieHHoro Guardant API

GrdGF_2ndSes ' 8 = EAMHCTBEHHbIN CECCHOHHBIV KIOY AN aBTo3alwmThl. [pun yctaHoBneHHoMm dnare 6yaet paboTocnocobHa TONbKO 04Ha KOMWUS MPUNOXEHUS, HAKPbITOro
sKey aBTO3aLLMTON

pRes | 3ape3epBupoBaHo. 3HayeHve JomkHO ObiTb paBHo NULL
erved

BosmoxHble oLmbku
GrdE_SystemDataCorrupted | CuctemHble agaHHble TRU nospexaeHbl. (CekpeTHbIii KoY yaaneHHoro nporpaMmMmpoBaHuns OTCyTCTBYeT)
GrdE_NoQuestion Yucno-Bonpoc He BbiNo creHepMpoBaHo MM BbINo NepereHepypoBaHO 4O 3an1cu Yucna oTeeTa
GrdE_InvalidData HeBepHbIn popmMaT AaHHbIX ANS yAaneHHOro NporpammmpoBaHns

GrdE_QuestionOK Yuncno-Bonpoc yxe 6bino creHepMpoBaHo, KIY OXMaaeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus
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GrdE_UpdateNotComplete Owwnbka npum 3anucy AaHHbIX yaaneHHoro nporpaMmmpoBaHusi. Onepauumst He Gbina 3aBeplueHa
GrdE_lInvalidHash HeBepHoe 3HaveHne MAC (Message Authentication Code)

Ha6op owwnbok Guardant API

dyHkumst GrdTRU_ SetAnswerProperties BbinonHsieT NoAroToBUTENbHBIE ONEpaLmMn Ans BbINonHeHus onepaumii Init n Protect Ha ynaneHHoM krtoye npu
ncnonb3oBaHun Trusted Remote Update.

3Ty PyHKLUMIO HEOGXOAMMO MCMONbL30BaTb B TEX CIyYasix, korga npu NoMoLLM yaaneHHoro NporpaMMUpoBaHus NaHUPyeTCst NonHas peopraHnsaums
namsaTv kntova. MNonHoe nepenporpaMmypoBaHVe NaMsiTV BbIMOMHSETCS B TEX CryYasx, Koraa HyXXHO M3MEHUTb KONMMYECTBO 3aLUMLLEHHbIX SYeeK Unm
anropuTMoB, NMBO NOSHOCTLIO 3MEHUTL CTPYKTYPY NamsaTU Kriova.

dyHkumsa GrdTRU_SetAnswerProperties Bbi3biBaeTCA Ha aTane NOArOTOBKY AaHHbIX AN YAaneHHoro nporpammmMpoBaHunsi o6s3aTensHo nocne Bbl3oBa
dyHkunm GrdTRU_DecryptQuestion n nepea sbidosom dyHkumn GrdTRU_EncryptAnswer.

MapameTtpbl GrdTRU_SetAnswerProperties no cmeicny cootBeTcTBytoT napameTtpam GrdProtect, nockoneky onepauum Init n Protect npu peopranusaumm
namsT¥ Knova B npoLecce yaaneHHoro nporpammmpoBanust 6yayT BeinonHsaTbes. Mo cytn, GrdTRU_SetAnswerProperties yctaHaBnmBaeT napameTpbl
ans 6yayuero BbinonHeHus onepauun Init n Protect.

MapameTp dwGlobalFlags vimeeT cMbicn TonbKko Ans knoven Guardant Sign/Time. [na Guardant Stealth [1I/Net Il napameTp He ncnonbayeTcs.

Ci#

public static G dE G dTRU Set Answer Properti es(Handl e grdHandl e, G dTRU truFl ags, uint wProt, uint rdProt,
int numAl g, int tableLMs, G dGF gl obal Fl ags)

grdHandle [in]

Twn: Handle

Hanan, yepes koTopbi 6yAeT BbINOMHEHa AaHHas onepaums.

truFlags [in]

Tun: GrdTRU

KombuHaums pnaros GrdTRU, koTopas yka3blBaeT Ha To, OyayT nu BbinonHeHsl onepauuu Init v Protect npu yaaneHHom nporpammupoBaHmu.
wrProt [in]

Twvn: uint

SAM- agpec(B 6ariTax) nepsoro cnosa UAM-namsTu knioya, KOTopoe AOCTYNHO ANs 3annucu. Agpec AomkeH OblTb YETHbIM.
rdProt [in]

Twvn: uint

SAM- agpec(B 6aritax) nepsoro cnosa UAM-namsTu knioya, KOTopoe AOCTYNHO ANS YTeHus. Agpec AoMmKeH ObiTb YETHBIM.
numAlg [in]

Twn: int

KonunyectBo annapaTHbIX anropuTMoB 1 3alumieHHbIX sveek (Protected ltem), Bkntovas Tabnuuy nuueHaunii LMS, geckpuntopbl KOTOPbIX 3anucaHbl B
namsThb Kno4a.

tableLMS [in]

Tun: int

[Insi ceTeBbIX KNtoYEl NpU UCNOMb30BaHUUN TabnMLbl NINLIEH3UA: HOMEep 3aLLULLEHHON SYEliKM, B KOTOPOW XpaHuTca Tabnuua nuueHanin LMS.
globalFlags [in]

Tun: GrdGF

Copepxanue cpnaros GrdGF
Bo3MoXxHbIe OLwmnGku

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU noBpexaeHsbl. (CekpeTHbIN Koy yaaneHHoro NporpaMmMUpoBaHnst OTCYTCTBYET)
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GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHo MK BbiNo nepereHepMpoBaHoO A0 3anUcK Yncna oTBeTa
GrdE.InvalidData HeBepHbIn dpopmaT AaHHbIX AN yAaneHHOro NnporpammmpoBaHns

GrdE.QuestionOK Yncno-Bonpoc yxe 6bino creHeprMpoBaHo, KIY OXMaaeT AaHHbIX ANS yAaneHHOro NporpaMM1MpoBaHmus
GrdE.UpdateNotComplete Owwmbka Npu 3anncK faHHbIX yAaneHHoro nporpammupoBanus. Onepaumsi He Gbina 3aBeplueHa
GrdE.InvalidHash HesepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

MeTon GrdTRU_ SetAnswerProperties BbinonHsieT nogroToBUTENbHbLIE ONepaumny Ans BeinonHeHns onepauuii Init u Protect Ha ynaneHHoM kritoye npu
ncnonb3oBaHun Trusted Remote Update.

OTot mMeTon HeOGXO,qMMO MCNnonb3oBaThb B TE€X Clyvasx, Korga npu noMoLwm yganeHHoro nporpaMmmMmmpoBaHua ninaHUpyeTca nosiHaa peopraHusauna
namaTu kntova. MNonHoe nepenporpaMmmMupoBaHue nNnamaT BbIMOMHAETCA B TeX Cny4daaX, Koraa Hy>XHO USMEeHUTb KONNYEeCTBO 3alUNLLEHHbIX A4eeK nnu
anropuTmos, B0 NOMHOCTLIO N3MEHUTL CTPYKTYPY NaMATU KnoYa.

MeTon GrdTRU_SetAnswerProperties BbisbiBaeTCsi Ha 9Tane NOAroTOBKM AaHHbIX ANS yAaneHHOro NporpaMmMmMpoBaHus obssaTtenbHO nocrne Bbi3oBa
meTtoga GrdTRU_DecryptQuestion n nepen BoizoBom metoaa GrdTRU_EncryptAnswer.

MapameTpbl GrdTRU_SetAnswerProperties no cmeicny cootBeTcTByt0T NapameTpam GrdProtect, nockoneky onepauum Init n Protect npu peopranusaumm
namsTy Knkoya B NpoLecce yaaneHHoro nporpammumpoBanus 6yayTt BeinonHatbes. Mo cytn, GrdTRU_SetAnswerProperties yctaHaBnmBaeT napameTpbl
ans 6yayuiero BbinonHeHus onepauun Init n Protect.

MapameTp globalFlags imeeT cMbicn Tonbko Ans kntover Guardant Sign/Time. Onsa Guardant Stealth [1I/Net [l napameTp He ncnonbayetcs.

Java

public static G dE G dTRU Set Answer Properti es(Handl e grdHandl e, G dTRU truFlags, int wProt, int rdProt,
int nunfunc, int tableLMS, G dGF gl obal Fl ags)

grdHandle [in]

Twn: Handle

Hanan, yepes koTopbii 6yAeT BbINOMHeHa AaHHas onepaums.

truFlags [in]

Tun: GrdTRU

KombuHauusa cdnaros GrdTRU, koTopas ykasblBaeT Ha To, ByayT nu BeinonHeHb! onepaumu Init u Protect npu yaaneHHom nporpamMmupoBaHuu.
wrProt [in]

Tun: int

SAM- agpec(B 6ariTax) nepsoro cnosa UAM-namsiTh knioya, KOTopoe AOCTYNHO ANns 3annucu. Agpec AomKeH OblTb YETHbBIM.
rdProt [in]

Tun: int

SAM- agpec(B 6ariTax) nepsoro cnosa UAM-namsiTh knioya, KOTopoe AOCTYNHO ANs YTeHusl. Agpec AOMmKeH ObiTb YETHbIM.
numFunc [in]

Tun: int

KonuyectBo annapaTHbIX anropMTMoB 1 3alumiLeHHbIX sueek (Protected ltem), Bkntovasi Tabnuvuy nuueHsunii LMS, geckpuntopbl KOTOPbIX 3anucaHbl B
namsTh KIoya.

tableLMS [in]
Twn: int
[Insa ceTeBbIX KNtoYe Npu NCNonb30BaHUM TabnuLbl NMLEH3UIA: HOMEP 3aLLMULLLEHHON SiUEKK, B KOTOPOI XpaHUTCs Tabnuua nuueHsuii LMS.

globalFlags [in]
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Twn: GrdGF

Copepxanue cpnaros GrdGF
BoamoXxHble oLunGku

GrdE.SystemDataCorrupted = CuctemHble fanHble TRU noBpexaeHsbl. (CekpeTHbIN KoYy yaaneHHoro NporpaMmmupoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHO UK GbINo NepereHepUpoBaHo A0 3anucy Yucna oteeTa
GrdE.InvalidData HeBepHbii hopmaT gaHHbIX ANst yAaneHHOro NporpaMmmmMpoBaHnst
GrdE.QuestionOK Yucno-Bonpoc yxe BbinNo creHepupoBaHo, KoY OXuUAAeT AaHHbIX ANs yAaneHHOro NporpaMmMmpoBaHmns

GrdE.UpdateNotComplete Owwubka Npy 3an1cu AaHHbIX yaaneHHoro nporpammuposaHus. Onepauus He Gbina 3aBeplueHa
GrdE.InvalidHash HesepHoe 3HaveHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

Meton GrdTRU_ SetAnswerProperties BbInonHseT NoaroTOBUTENbHbBIE ONepauuy Ans BeiNonHeHUs onepauuii Init u Protect Ha yaaneHHom kntoye npu
ncnonb3oBaHun Trusted Remote Update.

3TO0T MeToA HEO6XOAMMO MUCMONbL30BaTb B TEX CIyYasix, korga npu NoMoLLM yAaneHHoOro NporpaMMUpoBaHNs NiaHUpyeTCst NonHas peopraHn3aumst
namsaTtu kniova. MNonHoe nepenporpaMmypoBaHVe NaMsiTV BbIMOMHAETCS B TEX Cry4vasix, Koraa HyXXHO M3MEHUTb KONMMYECTBO 3aLUMLLEHHbIX S4YeeK Unm
anropuTMOB, NMBO NOSNHOCTLIO U3MEHUTL CTPYKTYPY NaMATU Krova.

Meton GrdTRU_SetAnswerProperties Bbi3biBaeTcs Ha aTane noAroToBKU AaHHbIX ANS yAaneHHoro nporpaMmmnpoBaHns obasaTenbHo nocre Bbi3oBa
metoaa GrdTRU_DecryptQuestion un nepeg BbisoBom metoga GrdTRU_EncryptAnswer.

MapameTtpbl GrdTRU_SetAnswerProperties no cmeicny cootBeTcTBytoT napameTtpam GrdProtect, nockonbky onepauum Init n Protect npu peopranusaumm
namsTV Kniova B npoLiecce yaaneHHoro nporpaMmmpoBanust 6yayT BeinonHsTees. Mo cytn, GrdTRU_SetAnswerProperties yctaHaBnvmBaeT napameTpbl
ansa 6yayuwero BbinonHeHus onepauum Init v Protect.

MapameTp globalFlags imeeT cMbicn ToNbKO ANs kntoven Guardant Sign/Time. na Guardant Stealth [1l/Net Il napameTp He ncnonb3yeTcs.
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