O6HoBrneHne annapaTHbIX Kro4yen

Mpn yaaneHHOM nporpaMMUpoBaHUK 3NIEKTPOHHBIX KIOYEN, HAXOOALWMXCS Y KOHEYHBIX MOnb3oBaTereil, Heu3bexHo BO3HMKaT Npobnembl, CBsS3aHHbIE C
3aLUMLLIEHHBIM OBMEHOM AAHHBIMMU.

Pa3paboTumnk fomkeH y6eauTees: BO-NEPBLIX, B TOM, YTO KOHEYHbIN NoNb3oBaTenb cobupaeTcst 0GHOBUTL JaHHbIE UMEHHO B TOM KIOYe, B KOTOPOM
HY>XHO. [1nsi 3TON Lenu B 3aKoAMPOBaHHOE YMCNO-BOMPOC, FeHEPUPYEMOE KITOHOM B Hayare ceccuv yaaneHHoro nporpaMmMmpoBaHus, o6si3aTensHo
BkrtoyaeTcs ID kntoya, Ha KOTOPOM OHO CreHepUPOBaHO.

Bo-BTOpbIX, pa3paboTunky He06X0AMMO YAOCTOBEPUTLCS, YTO YMCIIO-BOMNPOC SABMSETCS NOAMUHHBIM, TO €CTb KOHEYHbIV NoNb3oBaTeNb He npucnan
noaAenbHOE I M3MEHEHHOE YNCNO-BONPOC. [1nsi KOHTPONS NOANMHHOCTM UCMONb3YEeTCA annapaTHO peanv3oBaHHas XaLW-(YHKLUMUS C CEKPETHLIM
kntodyom: HASH64 (ansa Guardant Sign/Time/Net) nnn SHA256 (Guardant Code /Code Time). Yncno-Bonpoc nepepaetcs pa3paboTynky BMecTe C
pe3ynbTaToM BblYUCIEHNS X3LU-DYHKLMN. VIMEst 3NeKTPOHHBI KoY C TEM Xe anroputMoM, paspaboTunk MoXeT yoeanTbCcs B NOANMHHOCTY Yucna-
BOMPOCa, BbIYUCANB X3LL-(PYHKLMIO U CPABHUB ee pe3ynbTaT C npucnaHHbIM. Takum o6pasom, peanusyeTcsi CBOero poga Ludposasi 3neKTpoHHast
noanucb AaHHbIX.

B-TpeTbux, pa3paboTunk JOMKEH GbiTb YBEPEHHBIM B TOM, YTO YMCMO-OTBET ByAET NepefaHo B 3MEKTPOHHbIN K04 KOHEYHOTO NMosb30BaTens B
HenM3mMeHHOM Buae. [ins aToro Takke ncnosnb3yeTcs annapartHoe BbluncneHne HASH64 (SHA256).

B-4eTBepTbIX, KOHEYHOMY MONbL30BATENO BOBCE HE 06A3aTENBHO 3HATL, KAKMe UMEHHO AaHHbIe NepefatTcs. Ha MecTe KOHEYHOro nonb3oBaTessi BNosiHe
MOXEeT OKa3aTbCsi Xakep, MbiTaloLLUIACS NpoaHanU3npoBaTh NPOTOKON yAaNeHHOro NporpaMMupoBaHus. Mo aToi NpuyMHe BCe AaHHble, NepefaBaemMble OT
KOHEYHOro nonb3oBaTtens pa3paboTynky u obpaTHO, B 065813aTenbHOM Nopsiake KOAMPYTCH CMMMETPUYHbIM anroputmom: GSII64 (ans Guardant Sign
/Time/Net) unn AES128 (Guardant Code /Code Time).

BesonacHocTb npoTokona yaaneHHoro nporpammupoBaHus Trusted Remote Update obecneuvBaeTcst MEHHO annapaTHo peanusaumelt anropuTMoB
KOAMPOBaHNS N XELUMPOBAHUS, a TakKe TeM, YTO CEKPEeTHbIEe KMoYM 3TUX Npeobpa3osBaHuii B npouecce paboTbl He M3BMIEKaTCS U3 ANEKTPOHHOTO KNoya.
Bce onepauun, cBsisaHHble C AeKOANPOBaAHMEM M MPOBEPKON LIENTOCTHOCTM AaHHbIX, OCYLLECTBNAOTCA BHYTPY annapaTtHoOro ycTponctea. OT0 UCKnovaeT
BO3MOXHOCTb KOMMNPOMETaLMN UK NOAMEHbI AaHHbIX, KOTOPblE 3an1CbiBalOTCS B ANEKTPOHHBIN KoY.

BaxHo!

[ns Toro 4to6bl MmexaHuam Trusted Remote Update pa6oTan, B ko4 KOHEYHOTO Monb3oBaTens Ha aTane NpeanpoaaXHoOM NoaroTOBKM
NPOLLNBAIOTCS CEKPEeTHbIe Maponu yaaneHHoro obHoBneHus (cekpeTHble kntoun GSII64 nnu AES128). Nx konum BmecTe ¢ |ID 3neKTPOHHbIX KItoYen,
B KOTOPbIE OHY BbINn NPOLLUNTLI, 06513aTENBHO AOIKHBI COXPAHATLCA pa3paboTyMkom B 6a3e AaHHbIX, AOCTYN K KOTOPON AOIMKEH UMETL TOSbKO
aBTOPU30BaHHbIN NepcoHan.

O6HOBMEHME NaMSATH KIHoYa LMPOKO UCMONb3YETCs AN UBMEHEHUS YCMNOBMIA 3KCMyaTaummn 3aLlyULLEHHOTO NPUIIOXKEHUS UK/ 1 ero CUCTEMbI 3aLLMUTHI,
Hanpumep:

MpoaneHune cpoka MCNONb3oBaHUS NPOrpamMmbl, 3aLLMLLEHHOW C OrpaHUYEeHMEM BPEMEHU NCMOSb30BaHMSA UK Y1Ca 3anyckoB
OGHOBNEHNE BEPCUMU NPOrPamMMmbI

AkTnBaumsa gemo-Bepcun

YBenuyeHue yvcna nuueH3nii Ha UCnosfb3oBaHne CeTEBOW BEpCUM Nporpammebl

Pacwuperne dyHKLUMOHaNbHOCTM MPOrpaMMHOro Kommnekca

M3MeHeHWe AaHHbIX UK CTPYKTYPbl MaMSATU Ktoya

Bo3MoxHbI ABa BapvaHTa 0GHOBMEHNS NamMsTU Kntoya:

® VjaneHHoe (ANCTaHUMOHHOE) — 0BHOBNEHME AaHHbIX B KIOYe, HAXoAALWEMCS Y yAaneHHOro KOHEYHOro Nosib3oBaTens
® JlokanbHoe — 06HOBNEHWe AaHHbIX B KNtoye, NoACOeAMHEHHOMK KOMMbIOTEPY pa3paboTuunka 3aLLnLEeHHOro NPUNoXeHNs

3aBnCcMMOCTbL OBHOBNEHNS OT NoABMAA MCNOSb3yeMoro obpasa
I'Ipou,e,qypa 06HOBJ'IeHI/Iﬂ namMATU Krnova 3aBUCUT OT TOro, B KAKOM BUOE XpPaHUTCA 06p63 06HOBJ‘IHeMOI’0 KIto4a — KaK npoLunBeka, LIJa6J'IOH nnn d)aﬁn *.nsd:

BapuaHT o6HoBnenus | Mogpup, obpasa

daiin *.nsd LLlabnoH u3 B[] Mpowueka n3 B GrdUtil

YpaneHHoe MonHoe o6HoBReHMe copepxumoro | MonHoe oBHOBMEHNe NamMsTH Bo3aMOxHBI TUN 0GHOBNEHMS
naMAaTV yaaneHHoro Krova YacTuiHoe 0GHOBMEHMe NamsTH
npu NoMoLLY onepaLmi Onepauuy akTMBaLW/geakTUBaLmmn
Kniou | Hauate ynanexHoe OG6HoBMeHNe BpeMeHn aeakTmeaumm anroputma (ans Guardant Time)

oBHoBneHue knioya



JlokanbHoe MonHas nepesanuncb MonHoe o6HOBREHNE NamMATH
COAEPXXNUMOro NamATK Knikova, YacTuuHoe o6HOBREHWE NamsTu
noacoeauHeHHoro Onepau,mm aKTMBauuu/aeakTMBaLmm

K NoKansHOMY KOMALITEpY, OGHoBrneHve BpeMeHn AeakTusauny anroputma (Ans knodein ¢ RTC)

npu nomoLyn onepauun

Kniou | 3anucatb o6pas B kntou

YnaneHHoe obHoBeHue

Mpouecc yaaneHHoro (AUCTaHLMOHHOro) NporpaMMupoBaHus kntovert Guardant cCOCTouT 13 cneayoLwmx 3Tanos:

Ne OTan KT0 BbINONHAET
1 CospgaHue 3anpoca Ha obHoBneHne KoHeuHbI nonb3oBaTenb NO caHKUuW pa3paboTymka
2 CosfaHune aamna o6HoBMEeHUS Pa3paboTymk nocne nony4eHusi 3anpoca Ha 06HOBMEHNE OT KOHEYHOTO MoNb30BaTENS
3 O6GHOBMEHNe NamsATH Knoya KoHeuHbI nonb3oBaTenb nocne nonyvyeHus ot paspaboTynka Aamna obHOBNEHUs

3a Mepepava paspaboTunky koga-noaTeepxaeHnss  KoHeuyHbI nonb3oBaTesb nocne 06HOBMEHUS NaMATK Krtova

4 3aBepLueHne AUCTaHUMOHHOro OGHOBMNEHNS PaspaboTtunk nocne nonyyeHns koga-noaTBePXKO4EHUst OT KOHEYHOTO nonb3oBaTens

[anee getanbHO paccmaTpuBaeTCst KaXxabli aTan.

1. CosgaHune 3anpoca Ha obHoBreHME

KoHeuHbilt nonb3oBaTenb Mo CaHKUUM paspaboTymka reHepupyeT 3anpoc Ha OBGHOBIEHWE (YMACMO-BOMPOC) MNPY MOMOLLM CrieumarnbsHON YTUIUTbI 1
nepegaet ero paspaboTuuky no niobomMy KaHany ceasu.

BaxHo!

1. Mpoueaypa AMCTaHUMOHHOrO OGHOBIIEHUS1 COBPEMEHHBIX kntodert Guardant TpebyeT Hanmunsl y koHeuHoro nonb3osaTens ytunutel GrdTRU.exe.
OT0T hain JOMKEH BXOAUTL B KOMMIIEKT MOCTABKU 3aLLMLLEHHOTO MPUIOXEHNS.

2. Mpoueaypa ANCTaHUMOHHOro 06HOBMNEHMS ycTapeBLuunx kntoven Guardant Stealth II/Net Il, Guardant Stealth/Net n Guardant Fidus Tpebyet
Hanuuusi y KOHe4YHoro nomnb3oBaTens yTunuTbl GsRemote.exe. 31T hain AOMKEH BXOAUTL B KOMMIIEKT MOCTaBKW 3aLLMULLEHHOMO NMPUMOXKEHUS!.
3. Ans ycnewHoro 3anycka KMMEeHTCKOW YTUNWUTbI yaaneHHoro o6HOBMNEHUS K MOPTY KOMMbIOTEPA AOMKEH BbITb MOACOEANHEH KIHOY C KOAaMMW
pocTyna paspaboTtyuka.

4. Ecnun y KOHEYHOro Nornb30BaTersi yCTaHOBIIEHO HECKOMbBKO 3aLUMLLEHHbIX NMPOrpaMM OHOro pa3paboTyuka, To B MOPTY HE06X0AMMO OCTaBUTb
TOJIbKO TOT KITHOY, KOTOPLIN TpebyeT o6HOBRNEHUS.

5. MiHdopmaumio, kacatoLLytocsi paboThl C KIIMEHTCKON YTUIUTOW, PEKOMEHYETCS BKIoYaTb B UHCTPYKLMIO A5l KOHEYHOTO NoSib30BaTensl.
KnuneHTckast yTunuta yaaneHHoro nporpaMmMmMpoBaHust BeINoNHEHA B BUAE MacTepa, COCTOSILLENO U3 HECKOMbKUX cTpaHul,. Mepexon mexay
CTpaHuLamu ocyLLlecTBnseTCst Npy nomoLum kHonok [Aanee] v [Hasag], pacnonoXeHHbIX B HUXKHEN YacTu avanora.



1. Mocne nepeoro 3anycka yTUnuTel Ha 3KpaHe NOSIBUTCS CTPaHMLa, Ha KoTopoi HeobxoauMo BuiGpaTk NyHKT HauaTb HOBYO onepaLmio
0GHOBMNEHUSA KntoYa:

L8 NucTaHUHOHHOE NPOTpaMMUPOBaHHe Kmoved Guardant m |

OucTaHUMoOHHOE NporpaMMUpoBaHne
knodYen Guardant

,ﬂ.aHHEIFl Y¥THNHUTA NOZEONAET NONHOCTERD MNK HaACTHHHD 0BHOENTE
COAEPHHAMOE NAMATH KNHHE,

BeIGEpHTE ABHCTEHE H HAKMATE KHONKY 'danee s

(' HayaTe HOBYH) OnEpaumi oBHOBNEHHA KNK3al

7 NpoaomkHTE oNepaLo oGHOBNEHAA KAKHa,
HHHUMHPOBAHHYHD BO BPEMA NPEALIAYUILEFD CeaHCa,

YhEAHTECE, 4TO K KOMABHITERY NOACOSAMHEH TONLKD
TOT KAKM, KOTOPLIA Heabxo AMMe aBHOBHTE,

Endglish | < Hazan I Aanee I CTMEHS




2. Ha cnepytoleii ctpaHuue oTobpasnTcsi CreHepupoBaHHbI 3anpoc Ha 0BHOBIIEHHUE (YMCO-BONPOC) — NOCNeA0BaTENbHOCTbL
LuecTHaaLaTepPUYHbIX CUMBOJIOB, COAepXallas MHopmaLmio o Kroye:

{ lucTaHUHOHHOE NporpaMMUpoBaHye kmovedi Guardant m |

MporpamMa CreHepHpoBana YHCNo-E0Npoc, KOTOp0E Heoxo Ak
NEpECAACTE NOCTIEWHEY NPOrPEMMHOND 0BECnEqYeHHA,

3aNaMHME YMCN0-BONPOC ANA AaNEHEAWER OTCEINKH, Bbl MO¥ETE
'SaEeplWMTE' pabioTy NpOrpameel M NPOAONXHTE NOCAE A00YYEHHA
YHCNa-0TEETE OT NOCTAEWMKA,

ECNH Bel YBEPEHEI, 4TO YMCNO-OTEET By AET NONYHEHD
HEME L NEHHD, HAMMHTE KHONKY 'danee =" 4na npoacn#HeEHHs
ONEpaULHH albHOENEHHA,

05 FC 26 44 DA 20 EE 5C 52 52 DC 50 1B 70 9E ES EC 76 06 54
47 B1 €950 10 CF FA 49 55 66 E0 CC 0D 80 35 50 5F CO BD 44
60 FO 48 CA 4F 72 CB BC 8B BE 40 €8 46 40 25 36 16 18 7F 0D
6F 4F 10 F8 |

Mo nodTe B dhakn B Gyidep

< Hazan I Hanes = I JAESpWUMTE

3anpoc Ha o6HoBMeHNe HeobXoAMMO coxpaHuTb B dhaiine (kHorka [B ¢pain]), ckonupoaTh ¢ nomoLubto kHonku [B 6ydep] nnm cpasy
cchopmmupoBaTh NouToBoe cooblueHne ans paspaboTunka npunoxerus (kHornka [Mo novre]).
PaboTy yTnnuThl MOXHO 3aBepLUnTb (KHOMKa [3aBeplunTb]) A0 NonyyeHus gamna-oTeeTta oT paspaboTumka.

2. Co3gaHune gamna obHoBNeHus

MNocne nonyyeHus 3anpoca Ha o6HoBNEHWE pa3paboTymk dopmupyeT gamn 06HOBIIEHMA 1 OTNPABNSET €ro KOHEeYHOMY nonb3oBaTernto.

BaxHo!

1. Bo Bpemsi onepaumy 06HOBNEHMS K MOPTY KOMMbloTepa AOSHKEH GblTb MOACOEANHEH KITIOY TOM e MOAeIM, YTO U OGHOBNSIEMBIN.

2. ObHoBMEeHNe coBpeMeHHbIX Kmtoyert Guardant BbinonHseTcs no TexHonoruy [losepeHHoro yaaneHHoro o6HoBreHus1 (cM. nyHKT [loBepeHHoe
yAaneHHoe obHoBneHue). CornacHo aTol TeXHOMorn AoskeH bbiTh 3apaHee 3aAaH Naporb yAaneHHoro 06HOBMNEHNS, KOTOPbLI BMECTe C AaHHbIMU
obpasa 3anucbiBaeTcs B KoY nepe Npoaakei KOHEYHOMY MOMb30BaTENo, a Takke COXPaHAETCS B MPOLUMBKE.

1. Mepen Hayanom npoueaypbl NonyvyeHust Aamna o6HoBReHWs 3arpy3vTe B PefakTop macky, kotopasi 6yaeT ucnosnb3oBaHa Ansi OGHOBNEHNS
yAaneHHoro Kro4a, 1 Npom3BeauTe B Hell He06xoaMMblE U3MEHEHWS.

[nst oBHOBNEHUsI MOXET MCMonb3oBaTbCst WabroH unu darin obpasa,a Takke NpoLUMBKa.

Ecnu ynaneHHoe 06HOBREHWE BbINOMHAETCS HA OCHOBE MPOLLUMBKM, TO NPU GOMNbLIOM KONMYECTBE MPOLUMBOK GbIBAET CMIOXHO HAWTU HYXXHY!HO.
Y106l aBTOMATUYECKM 3arpy3uTb B PegakTop o6pasa nocneaHon NpoLwnBKy ANs yAaneHHoro kio4a, BbinonHuTe komaHay basa gaHHbix | O6pas
no Yncny-Bonpocy.

BBeguTte B OKHO NOsIBUBLLErOCS Ananora 3anpoc Ha 0bHOBEHWe, NOMyYeHHbIA OT KOHEYHOrO nonb3oBaTens (kHonka [U3 daina] unu [Betasutb)):



LlHC.I'ID-BanDC, nNoAYyyeHHOE OT NOABL30BaTENA |

EEEAWTE YMCNO-EONPaC, NONYYEHHOE OT NONES0EATENA ANA
ArpYyskH I'IDE.I'IE,EI,HEﬁ NPOWHEEH W3 Bazkel AdHHEL

05 FC 26 44 D5 20 EE 5C 52 52 DC 50 1B 70 9E ES EC 76 06 54
47 B1 C9 50 10 CF FA 49 55 66 EO CC 0D 80 35 50 5F C0 BD 44
G0 FO 48 CA 4F 72 CB 8C 86 BE 40 C6 46 40 25 368 16 16 7F DD
&F 4F 10 F8

Ok OTHEHS

M= hakina |

Mocne HaxaTtusi kHonkv [OK] akTyanbHas npolumBka Ans yaaneHHoro knoya byaeT aBToMatuyecky HaiaeHa no ID yaaneHHoro Kntoya v 3arpyxeHa
B Pepnaktop obpasa.
BHecuTe HeobxoanMble N3MEHEHMSI B MPOLLUMBKY U HA4YHUTE MpoLedypy co3daHus Aamna OGHOBNEHWS.

BaxHo!

Ecnu B xoge pegaktvpoBaHus WwabnoHa obpasa nnv npoLmnBKUN MEHSETCSt UX CTPYKTypar*A MNoa n3aMeHeHneM CTPYKTYpbl MOHUMaeTcst yaanenve /
pobaBneHve nonei, a Takke pefakTMpoBaHNE COAEPXKMMOro Nonen, 3alyLLeHHbIX annapaTHbIMK 3anpeTamu, To Ans NPOAOIMKEeHUs npoLecca
06HOBNEHNSA HEOBXOAMMO COXpPaHUTb OTPEAAKTMPOBaHHYO Macky B 6a3e. T. 0. co3gaeTcs HOBbIN LWABMNOH — C YHUKaNbHbIM UMEHEM W/UMN BEPCUEN,
1 0GHOBIIEHNE NPOBOAMUTCS YK€ Ha €r0 OCHOBE.

2. Y106kl co3gatb Aamn 06HOBNEHUs!, BbinonHuTe komanay Koy | OGHOBUTL Krtoy.
Ha akpaHe nosiutcs ananor OGHOBNeHUe NamsiTk Krioya, KOTopbI peanu3oBaH B BUAe MacTepa, COCTOSILLErO U3 HECKOMNbKUX cTpaHu,. Mepexoa
Mexay CTpaHuuamn nponcxoauT npy noMoLumn kHonok [fanee] v [Hasag], pacnonoXeHHbIX B HUXKHEW YacTn gmanora:

a) Beibepute ¢ nomolubto nepekntoyatens nyHKT KnMeHT npyucnan Yncno-Bonpoc Ha o6HOBMEHWe yaaneHHoro krova MNpu o6HoBneHun
hannom nnum wabnoHOM Macku 3TOT NYHKT SBMAETCA eANHCTBEHHO AOCTYNHLIM 1 BBEAWTE NOMNyYeHHbIN 3anpoc Ha obHoBneHue B none. Ans
BBOZJa BOCMONb3yNTECh KHOMKON:

" [BctaBuTb], ecnu YnMcno-Bonpoc Haxoamtcs B 6ycdepe obmeHa
" [M3 chaiina], ecnm 4MCNo-BONPOC XPaHUTCA B TEKCTOBOM cbaine

Mocne atoro B norne ID kntoya nosaBuTCs 3HaveHne naeHTudumkaTopa Knova, n3BnevyeHHoe 13 3anpoca Ha 0o6HOBNEHME.

BaxHol
Ecnu npn o6HoBneHun oT NpoLumBkK 6bina ycneLHo BeinonHeHa koMaHaa basa gaHHbIX | 3arpysuTb NPOLLMBKY MO YUCHTY-BONPOCY, TO 3anpoc Ha
06HOBMEHNe 3aHOCUTCS B More aBToMaTU4ecku, a 3HaveHme |D He BbiBOAUTCS.



6) Mocne HaxaTtus kHonky [anee] Ha akpaHe nosBUTCS cTpaHuLa Tun OGHOBNEHUN ¢ cenekTopom Beibopa. CocTosiHMe cenekTopa
(BocTynHble BapyvaHTbl 0GHOBMNEHWS) 3aBUCUT OT pasHOBUAHOCTY 06pa3a, Ha OCHOBE KOTOPOrO BbINOSHAETCS NepenporpammyMpoBaHme
Kntova (npoLumBeka, wabnoH unu dann obpasa), 1 oT TMNa krova:

Twun obBHOBNEHKMA [ x |

MoxcanyicTa, EpbepTe cnocod 0OHOBNEHMA KNKDYS:

) :i_llzlﬂHDE OOHOENEHME MAMATI KU

O YacTiyHoE 0BHOENEHWME MaMATM KIHIYS

" OBHOBNEHWE BPEMEHIM PAO0TE! ZALUMLLEHHOMD MPMIOHXEHMA

T ONepaL SKTMESLMM/ AESKTHESLAM

< Hazan Hanee = QTMEHA Cnpaeka

Bbi6epunTe HyXHbI MYHKT OGHOBNEHMSI 1 HaXXMUTe Ha kHonky [[lanee]. CneaytoLme HeCKombKO CTPaHWUL, CryxaT Ans 3agaHns napameTp

oB 06HoBMeHus1. [ogpobHO O kaXkaoM 13 BapuaHTOB OGHOBIEHNS CM. Aanee B pasgene Tun oGHoBMeHus.

BaxHo!
Bo MHorMx crnyyasx yao6HO UCMonb3oBaTh CreAyIoLLyo CXeMy NonyyYeHus Aamna o6HOBIeHUs: 3apaHee NPOU3BECTM B Macke Heobxoammble
M3MEeHEHWS1, a 3aTeM, B XoAe BbINONHEHWS Avanora JuctaHuMoHHOe OGHOBMEHWE BbIGpaTh NYHKT MNonHoe o6HOBeHMe NamATy Krloua.

B) [Mocne onpefeneHns napameTpoB OGHOBMNEHWSA Ha 3KpaHe NosiBUTCA cTpaHuua OTBET CreHepupoBaH, Nno3eornstoLas Belbpate cnocod
[anbHenwer obpaboTkn nony4yeHHoro gamna:



OTeeT creHepHpoBaH [ x|

Mporparma creHepHpoEana OTEET, KOTOPEIA HEOOX04MMD OTOCAATE
KOHEYHOMY NOME306ATENM ANA o0HOBNEHKA KNkoYa, BeibepHTe
AaneHEAWE: AEHCTEHME M HAMMMTE KHOMKY 'Janee’

b

¥ SanmcaTe oTEET B diadn:

" Mocnate OTEET N0 3]'IEKT|:IEIHHI:IH NOYTE KAk ENO¥EHHE

e AR e,

< Hazaa | Hanee = | OTHEHE | C_Npaeka |

r) Mocne HaxaTus kHonkv [[lanee] namn coxpaHsieTcs B dhaine unm NpukpennsieTcs K No4TOBOMY COOBLLEHMIO B KaYecTBe BroxeHus. Ha
aKkpaHe nosiensieTcst PesynbTat — nocneaHsist cTpaHuua avanora o6HoOBMNeHUs, Ha KOTOpoii BbiaaeTcs coobLeHne o6 nTore onepauuu:

PesynbTar H

QMEpALMA YONEWHD SAEEpLWUEHA,
MecTo pacnanosenHa qakna: CiDocuments and
Settingstandr  ANDR-BUTOYO MoK AokymenTedump, bxk

et R R, e

CNpaeka

Ecnu ncnonb3yetca 6a3a gaHHbIX, TO nocrne co3aaxHust gamna obHosneHus GrdUtil.exe dmkcmpyeT hakT npolmBKM yaaneHHoro knova u
npvcBanBaeT 3TOM onepauum cTaTyc He3aBepLUEHHON. T. e. K CrMCKy NPOLUMBOK 06pas3a ¢ ykasaHHbIMW napameTpamu fo6aBnsieTcsl HoBas
npowmBka, a B ctonbue MNpuaHak 3aBepLlUeHHOCTU AN Hee ykasbiBaeTcst — B npoyecce (cMm. pasgen MNpowmsku).

CreHepupoBaHHbIi AaMn 06HOBNEHNs HeobxoaumMo nepegaTb KOHEYHOMY NOMb30BaTENHo.




3. OBHoBMNEHME NaMATU KntoYva

MNocne nonyvyeHna gamna 0GHOBMEHNS KOHEYHbIN MoNb3oBaTeNb MOXET nepenporpamMmMmmpoBaTb NaMATb Krko4va.

BaxHo!

1. JaHHble 06HOBNEHUSI NEpEaalTCs B 3aKOAMPOBAHHOM BMAE U MOTYT GbiTb MCMONb30BaHbl TONLKO OAMH pa3

2. Mpw reHepypoBaHUK AaHHbIX OOHOBMEHNS U MPOLLMBKE MX B KIHOY BbINONHAETCA ps NPoBepoK napameTpos kntoya (ID, O6Lmnii kog u HekoTopble
apyrve). 3TUM UCKMoYaeTCs BO3MOXHOCTb NMOAMEHbI MEPenporpaMmMmMpyeMoro Krioya

Heobxoaumo cHoBa 3anyCTUTb KIIMEHTCKYIO YTUIUTY, C MOMOLLbIO CENeKTopa-nepekntoyatens Boiopate nyHKT O6paboTaTb YACNO-OTBET.. M HaXaTb
Ha kHorky [Qanee].

Ha akpaHe nosiBuTCs cTpaHvua Mactepa, cCoaepxallas none Ansi BBoAa 1 oTobpaxeHus gamna obHoBneHus. Beog gamna npoucxoauT npu
NMoMOLLM oaHOW U3 kHormok: [U3 Bydepa)] unu [U3 daiina...]:



i JIMCTAaHUHOHHOE NPOrpaMMUpoBaHWe Kmoved Guardant m |

BEEAWTE YMCNO-0TEET, NOMYHEHHEIM OT NOCTAELWHES
MPOrpaMMHOro oOECHEYEHHA M HAMMHMTE KHONKY "danss’ Ana
MPOACNHEHMA ONEPaLHK OOHOBNEHKA

E3 AF 30 19 BZ 43 5 99 DF 45 19 2D EB CB 54 27 88 1D 1D 00
FCDE4A D7 7S AED4DIBSB6 0205 1SED 1324 IDS7EL OD
69 89 40 EB 3E 13 AE AL 45 09 43 93 0C 07 FA 40 36 CA 22 AB
F7 01 BC 2E 9B BC C1 ED BB FC BF 92 6F B2 76 AF 31 96 CZ 04
53 E7 2C 8240 77 CO 77 CO F2 54 B3 32 17 AB 20 22 C0 BB B2
3F 42 06 14 D1 19 5C B0 57 B4 00 CA ED 99 C8 57 94 54 34 F2
DB 35 AL DO 40 84 14 5E BA 94 A4 14 BA 2C FE 76 D2 65 14 4C

s Bydepa

= Hazaa | Hdanee = | OTHEHS |

Mocne BBOAA Aamna 1 HaxaTus Ha KHOMKY [,U,anee] 6y,qu npousBefeHa onepauus No 06HOBNEHWIO MaMSTU KItoYa NpUCNaHHbIMKU AaHHbIMU. 3aTeM Ha
SKpaHe NoABUTCA NocnenHAAa cTtpaHuua macrtepa ¢ UToramu BblMONMHEHNA onepaunn:

48 JIHCTaHWHOHHOE NpOrpaMMUpoBatHe Kmoved Guardant m |

CMNEpALMA YCNEWHD SaEEDLWEHA,

MporpanMa CreHepHPoBana KOA NOATEEPHAEHHA 3aBEPIIEHHA
ONBRALKHK, KOTOPOE KPadHe HEofxo AHMO NEpecnaTE NoCTaELHKY
NporpaMmHoro oBecneqeHa, B NpoTHEHOM chyYas Bel noTepAaTa
BOSMOMHOCTE AANEHEAWErD OOHOBNEHHA KNoHa,

54 77 A6 7458 BC DB D9 55 96 36 0C 94 BB FS 83 71 22 75 BF
OB E4 11 32 E3 BA FA BZ FC AZ 22 16

Mo noqTe B Gyibep B charn

= Hazaa I [oToED I




BaxHo!
Mocnepytowme atansl HEO6Xo0AMMBI B Criydae, korga oGHOBREHNE KIoda NPOUCXoAUT No akTy NPOLUMBKM unu WwabnoHa obpasa. Ecnu xe
06HOBIEHME BbINOSHANOCh HA OCHOBE AaHHbIX haina obpasa, To war 3 ABnsieTcs 3aBepLualoLLyM 3Tanom 06HOBIEHNS.

3. Nepepaya pa3paboTymKy Koga-nogTBepPKaeHUs

B npouecce 06HOBMNEHUS NAMATU Ktoya KNMUEHTCKas yTunuTa BblaacT duHanbHbI KOA-MOATBEPXAEHUE, COAepXaLLuii MHpopmaLumio o pesynbtaTe
0o6HOBNEHMA (ycnewHo/HeyaayHo). Koa-noareepxxaeHne Heobxoammo coxpaHnTb B dhanne (kHonka [B dpaiin]) nnu ckonmposats ¢ noMoLLbio kHonku [B
6ydep] v nepenaTb pa3paboTymKy NpUNoxeHust NobbiM yao6HLIM cnocobom.

4. 3aBepLueHne yganeHHoro obHoBNeHNs

Mocne nonyyeHusi koaa-noATBEPXKAEHUSI pa3paboTunky HE0BX0ANMO 3aBepLUMTL OBHOBREHME: 3aHeCTU B 6a3y AaHHbIX MHGopMaLumio 06 utorax

COCTOsIBLLErOCS OGHOBMEHMUS.
YT06bI 3aBEpLUNTL NpOLeaypY YOaneHHOro 06HOBMNEHWS Koya, BbinonHuTe kKomaHady Kniod | 3aBeplumTb yaaneHHoe o6HoBReHue.

BaxHo!
3aBepLueHne yaaneHHoro obHoBneHust He TpebyeT 3arpy3ku obpabaTbiBaemoii Npolumnskm B Penaktop obpasa.

B nosiBuBiemcs agnanore 3aBepmeHMe yOaneHHoro O6HOBINEHUA KIlo4Ya BBeANTE KOA-NoATBEPXKAEHWNE, MONYYEHHbBIN OT KOHEYHOro NoNnb3oBaTens:



3ElBE|]lIlEHHE ynamneHHOro 0OHOBAEHHA KAIDYA m

BEedrTE Koh NOATESPHASHHA SAEEPWEHKMA ONepaLHH,
I'IEIJ'I':.-"-IE!HHI:IH OT KNHeHTa:

98 77 A6 7455 BC O3 D955 SE0C M4 BEFS 33 Y1 22 75
BF OB E4 11 32 E3 84 FA BZ FC AZ 22 16

1= thakina

| Hdanes = | OTHEHS | CNpaeka |

Mocne BBOAA KOAA-NOATBEPKAEHWS U HAXAaTWA Ha kHonky [[anee] 6yaeT npousseneHa onepaLms no 3asepLue
3aTteM Ha akpaHe NosIBUTCS MOCNeAHsIst CTpaHULa MacTepa € UTOramm BbIMOMHEHUS onepaLmu:

3ElBE|]I.IlEHHE ynaneHHoOro 0OHOBAEHMA KMDYa m

CNepaumMa YNewHo 3aEEpLIEHa.

OTMEHA CNpaeka

HUWIO NpoLeaypbl yAaNeHHOro 0GHOBNEHNS.

B cnyyae ycnexa onepauum hakT NpoLwmBKM yAaneHHoro Knoya nonyyaeT ctaTyc 3aBepLueHHOro. Mpun3Hak 3aBepLUEeHHOCTY AN 3TOW NPOLUMBKY

mMeHsieTcs Ha 3aBepueH (Cv. pasaen MpoLMBKK).



[oBepeHHOe yaaneHHoe 0OHOBEHNE

B coBpemeHHbIx kntovax Guardant ncnoneayetcs [JJosepeHHoe yaarneHHoe obHosreHme (Trusted Remote Update). OcHoBHOE JOCTOMHCTBO 3TOW
TEXHOJIOrUM 3aKIIo4aeTcs B TOM, YTO BCS MHAOPMaLMs, NpeAHa3HaYeHHas Ans AUCTaHLUMOHHOro oB6HOBNEHNs, AekoavpyeTcs n obpabaTbiBaeTcs TOMbKO
BHYTPU 3NEKTPOHHOTO KItoYa.

[loBepeHHoe yaaneHHoe o6HoBMNEHWe — TexHorors 6e30nacHoro yaaneHHoro 06HOBMNEHUS NaMSTU 3IIEKTPOHHOTO KItoya, UCKIoYatoLLast BO3MOXHOCTb
KoMnpomeTauumn nivnu danbcucukaumnm aaHHbIX. igeonorns [JoBepeHHOro yaaneHHoro o6HOBNEHUS rapaHTUpyeT, YTO OHaXdbl 3anucaHHas B
3MEKTPOHHbIN KoY MHAOPMaLMS He MOXeT ObITb 3anmMcaHa B HEro NOBTOPHO, @ AaHHbIE, CreHepMPOBaHHbIe ANt OQHOTO KIoYa, He MoAoNayT ANs APYroro.

BaxHol

Mpouenypa [JoBepeHHOro yaaneHHoro 06HOBMNEHWS NpeanonaraeT UCnonb3oBaHNe YHUKarbHbIX AaHHbIX, B YaCTHOCTW, MApons yaaneHHoro
0BGHOBMEHMs!, AN KaXaoro kroya. [103ToMy HacToATENbHO PEKOMEHYETCS UCMONb30BaTh PEXMM 6a3bl AaHHbIX A PEFUCTPALMN U COXPaHEHUS
YHUKanbHoWn nHgopmauum. B npoTuBHOM crnyyae, npoueaypa yaaneHHoro o6HOBMNeHWs ByaeT 3aTpyaHeHa, U BOBCE HEBO3MOXHA.

Maponb yaaneHHoro obHoBneHus

lMapornb yRanesHoro 06HoBneHus — 3o 16-6aiiToBas NocnefoBaTenbHOCTL WeCTHaALuaTepUyHbIX CUMBOMOB, KOTOPasi UCMONb3yeTcsi B npoueaype
[loBepeHHOro yaaneHHoro o6HoBneHus 4ns npeobpas3oBaHus AaHHbIX OGHOBMEHWS. Maponb yaaneHHoro 0GHOBNEHNS MOXET ObiTb, Kak OAMHAKOBLIM AJ1s
napTuM KIoYen, Tak U YHUKanbHbIM AMs KaX4O0ro Krova.

BaxHo!

[nsa ycnewHoro BbINONHEHNs [JoBEPEHHOTO yaaneHHoro 06HOBNEHUsI Naporb, COAEPXKALLMIACA B yAaNeHHOM KIo4ve, AOMMKEH CoBNaaaTh C Naponem,
XpaHALWMMCS B NMPOLUMBKE AN 3TOr0 Kntoya.

Maponb yaaneHHoro o6HOBREHWst COAEPXKUTCSA B HeaApecyeMoM, AOCTYMHOM AN peAakTMpOBaHUs Nnosie, KOTOpoe PacronoXeHo B obpasax
COBPeMeHHbIX kntoyen Guardant cpa3y nocne obnactu nonen cneupuansHOro HasHaveHus:.

[ns 3agaHvsi naponsi yaaneHHoro oGHOBMNEHWS! U3 NPUNOXEHUst cryuT onepauns GrdTRU_SetKey.



YT06bI NPOCMOTPETL/ OTPEAaKTMPOBaTh Naposib YAaneHHOro 06HOBNEHUS], 3arpy3unTe HyXHyo Macky, Beigenute none Maponb yaaneHHoro o6HoBreHus 1
BbINOMHWUTE KOMaHAy MeHo Pefaktuposath | CBOMCTBA NOnsi.

B nosisuBwemMcsi Ananore CBoitcTBa nonsi Mapornb yaaneHHoro 0GHOBNEHUs!, KOTOPbIN NPeAcTaBnsieT coboii WecTHaaLaTepPUYHbI pefakTop,
oTpefakTUpyiTe Naponb:

CeoActea nonA Taponk ynaneHHoro oGHOBAEHHA n E

Aamn naMAaTH l

gooo  2ZC E4 ZBF 21 29 CA 4E SE  ,o+!)ENRE
ooos 73 1D 60 BS 1B Ca S8 AT sSO0°e0KES
o010

COXpaHKTE |

[ QEM

[ ¥HMkansHoE
IHaYEHHE ANA
KamA0H JanHcH
B KNHH

CreHepHpoEaTE
HOEDQE SHAYEHHE

QK OTHEHS

Mo ymonuanuio GrdUtil.exe aBTomaTtunyeckn chopmupyeT naposb yaaneHHoro obHosneHus:. Mpu Heo6xoaAMMOCTY ero MOXHO U3MeHUTb, chopMmnpoBaB
naporb CamoCTOATENBHO, MyTEM BBOAA HOBOIO 3HaYeHWsi HENOCPEACTBEHHO B OKHE pefakTopa, Uiy aBToMaTUyecku co3faTth HOBbIN naponb (kHonka [CreH
epupoBaTb HOBOE 3HA4EHWE]).

[unanor Takke no3sonseT onpeaenuTts, byaeT N NCNoNb30BaTLCA YHUKANbHBIA UMK NOCTOSHHLIN Naponb. Ecnu dnar YHukansHoe 3Ha4yeHue Anst Kaxaon
3anucuy B KINY YCTaHOBIEH, TO MPW KaXao onepauun NPOLUMBKW B KIMOY 3HaYEHWe Napons aBTOMaTUYECKN MEHAETCA Ha HOBYIO CriyvaviHyto
nocrneaoBaTenbHOCTb. T. 0. KaXAblV KMHOY Nony4YaeT YHUKanbHbIA Naponb Ha 0GHOBIEHME, XPaHALMIACS B NAMSTU KIO4a U B €0 NPOLLMBKE.

OnemeHTbl ynpasneHus gvanora Maponk yaaneHHoro o6HOBNeHUsT:

JrneMeHT uHTepdeica HasnaueHue
OKHO LWecTHaaLaTepmnyHoro pegaktopa BBecTu 3HaveHve napons yganeHHoro o6HoBNeHns
KHonka [CreHepupoBaTh HOBOE 3Ha4YeHue] 3aMeHuTb TekyLlee 3HavyeHre Napons HOBOW Cny4YaiHoW nocnenoBaTeflbHOCTbI0
®dnar YHUKanbHoe 3Ha4yeHue Ans Kaknon Vcnonb3oBaTh yHMKanbHbIA/ MOCTOSIHHBIN Naposb. Mo yMonyaHuio NCNonb3yeTcst NOCTOSIHHBIA Naporb
3anucu B KoY — chnar He ycTaHOBNEH.
dnar OEM Bei6pate Windows- / DOS-kogupoBky. Mo ymonyaHuto ncrnoneayetcst Windows-koguposka (ANSI) —

onuus OEM oTkntoyeHa
KHorka [3arpyauTb] 3arpyanTb Aamn 13 caina ¢ paclumpeHuem *.dmp

Kronka [CoxpaHuTs] CoxpaHuTb famn B ¢haline ¢ paclumpeHnem *.dmp

Mocne BBOAA AaHHbIX HAXMUTE Ha KHOMKY [[TPUMEHUTB] 1 3akpoiiTe guanor.

OcobeHHocTU npoueaypbl [loBepEHHOro yaaneHHoro 06HoBNeHUs



Mpoueaypa [oBepeHHOro yaaneHHoro obHoBneHus npu ncnonb3osaHunm GrdUtil.exe npakTuyeckn He oTnnyaeTcs oT 0ObIYHOro yaaneHHoro o6HoOBNEeHNUs!
(cm. paspen YaaneHHoe oGHOBMEHUE), 3a UCKMHYEHNEM HECKObKUX AeTanew:

Mpw BbINONHEHWUN kKoMaHabl Koy | Havats yoaneHHoe oGHoBrneHue knoya GrdUtil.exe aBTomaTuyecku 3anucbiBaeT B NamMsiTb «<MacTep»-Knoya,
noACOeAMHEHHOTO K MOPTY, CneuunasbHble anropuTMbl. ATy anropuTMbl y4acTByloT B 06paboTke 3anpoca Ha 0GHOBNEHNE U KOAMPOBaHUM AaHHbIX
06HOBNEHMS, NCNOMNb3ys NAaponb, XPaHSLLMINCA B NPOLUMBKE OBHOBMSAEMOrO Koya.

Mocne Toro, kak Aamn 06HOBNEHWSI CCHOPMUPOBAH, COAEPXKMMOE «MacTep»-Krnova aBTOMaTUYECKN BOCCTaHaBIIMBAETCSI NyTEM 3anvcy B KITHOY NocneaHei
NPOLUMBKM ANS 3TOrO KMtoya.

BHeluHe 3TV JeiCTBUS NPOSBNSIOTCS TONMbKO B BUAE NpeaynpexaeHus:

Buumanuel [ ]

4] JlaHHuie nokansHoro kmoda Stealth [l [Homep 526082578] B xone ofHOBENEHHA OYAYT HIMEHEHH,
n OAHAKO Ero TEKYUWEE COCTOAHWE GYNEeT BOCCTAHOBAEHD HA OCHOBaHWM NOCAEAHER oGHapYXeHHOR
NPOWMBEM AnA aToro Kmoda. Mpogonxkurs?

Ecnun ynaneHHoe o6HoBneHue BbinonHseTcs 6e3 ncnonb3oBaHns 6asbl AaHHbIX, HA OCHOBe (haiina obpasa, To 3anpoc Ha obHoBneHne He byaeT
[eKoaMpoBaH Npu HecoBnageHny naponen yaaneHHoro o6HoBneHus B chavine obpasa v B yaaneHHom kntove!!!

KpOMe, Cutyauuu, korga o6HoBNEHNE nponucxoauT He OT NPOLUUBKN. B atom cny4ae coaepXxnmoe «Mactep»-Krnova BOCCTaHOBINEHO He 6y/:|,eT:
Buumanuel [ ]

“p JaHHwe noxancHoro kmoda Stealth 1 [nomep 526082545] 5 xone oOHOBAEHHA Nponanyr, T.K. HE
o YIAETCA HAATH NPOWMBEY ANA 3Toro Kmoya. NMpogonkurs?

JlokanbHoe oOHoBNEHME

JNokanbHoe 06HOBEeHNe NamMATH Kro4a nogpasymeBaeT nepenporpamMmMmmpoBaHme namaTu Kno4va, nogcoeanHEeHHOro K NopTy KOMMboTepa, Ha KOTOPOM
ycTaHoBneH KoMnnekT paspaboTymka.

Y7066l 0GHOBUTL NaMATb NOKANbHOMO KNtoya, BbIMONHUTE koMaHay MeHo Knitod | Hawatb ynaneHHoe ob6HoBrneHue kntoda, nvoo Kniod | 3anucartb obpas B
Kntoy. Mpuyem nepeas komaHaa GyaeT AOCTyNHa TOMBKO B Cryyae, Koraa UCrnonb3yeTcs NpoLuvBKa Kntoya, a He wabnoH unv cain obpasa.
OcobeHHOCTH cnocoboB NokanbHOr0o 0OHOBNEHUST:

Cnoco6 o6HoeneHus OcobeHHocTH

Komanga Kniou | Havatb Cnocob AocTyneH TONbKO Npu 0BHOBMEHWN OT NPOLUUBKK, T.€. NpeABapUTEnbHO HYXKHO 3arpy3nTb obpas us nMetoLLeincs B
yZaneHHoe obHoBreHne 6a3e AaHHbIX NpoLunBkY. Mo3BonseT BbIOpaTh TUN OGHOBMEHWS: NONHAas Nepe3anucbuny U3MeHeHe CoaAepP>XXMMOro
Kroya OTAENbHbIX nonew

KOMaH,D,a Kniou | |-|p0VICXO,ElI/IT nosnHasa nepes3anncb CoaepXMMoro naMmATn Knova gaHHbIMU TEKyLLEero 06paaa
Banuncatb o6pas B Koy

JlokanbHoe obHoBNEeHMe komangon Kniod | Havate yaganeHHoe obHoBREHME Kro4va

MpakTuyeckas He06X0AMMOCTb B NTOKaNbHOM OBGHOBNEHWM MyTEM BbINONHeHUs komaHab! Knioy | Hayatb yaaneHHoe o6HOBNEeHUe Kiioda BO3HUKaeT, Koraa
Tpe6yeTc;| COXpaHUTb B KIo4e «Hapa6OTaHHble» AaHHble (CHeTHVIKI/I anropuTMmos, K I'IpI/IMepy), T. €. NPON3BECTU USMEHEHUE COOAEPXKMMOIro OTAENIbHbIX
nonewn, He 3aTparuBas octanbHble Nonsi. B ocTanbHbIX criydasix, NpoLLe oTpeaakTUpoBaTh AaHHbIE HY)KHOW NPOLUNBKM Unu WwabnoHa obpasa v BbINONHUTL
komaHgy Knioy | 3anucatb 06pas B K1tou.

Mocne BbinonHeHus komaHae! Krtod | Hauats yaaneHHoe o6HoBNeHMWe Knioya Ha akpaHe nosinsietcs agnanor O6HoBEHWe NaMsATU Kkoya, KoTopbIi
peanu3oBaH B BUAe MacTepa, COCTOSILLENO M3 HECKOSbKUX CTpaHuL. Mepexoa mexay CTpaHuuamy npoucxoamT npu noMowm kHonok [daneelv [Hasapn],
PacnonoXeHHbIX B HWXHEN YacTun AnanoroBoro OokKHa.


#

OGHOENEHHE NAMATH KMI0DYA [ x|

MowanyACcTa, YKa¥HTE, Kakkd 00pasom Bel X0THTEe 0BHOBHMTE NaMATE
KNHIH4E: NoKaneEHD (KoY NoACoeAHHEH K NOPTY KOMNBHITEPA) HIK
Y AANEHHD (FNMEHT NPHMCNaNn YHCNo-B0NpoC Ha 0OHOENEHHE)?

oo & ¥ nrou NoACORAMHEH K NOPTY KOMMBHITEPA:

O KnenT NpHMCnan YMCno-eonpoc Ha 0AHOENEHHE YAANEHHOMD
KnH43

BeeanTe HHCNoO-EONpOC OT KAHEHTA

) IC Knoqa |

UYL LY I L

| Hdanee = | OTHEHA _Npaeka

BribepuTe ¢ nomoLLbio nepekntoyatens nyHkT Koy noacoeAuHeHK NopTy KOMMbIOTepa 1 neperamTe Ha criedyioLuyto CTpaHuLy.
Ha akpaHe nosisutcs ctpaHuua Tun o6HOBREHMs ¢ cenekTopoMm BbiGopa. CoCTosiHWE cenekTopa (SOCTYNHbIE BapuaHTbl OGHOBNEHWS) 3aBUCHUT OT Tvna
Krtoya:




Twn obHoOENEeHKMA [ x|

MNoxcanyAcTa, eslbepite cnocob oBHOBNEHMA KNKIYa:

& TanHoe 0BHOENEHME NAMATI KNS

" YacTMuHoE 0OHOENEHWME NAMATK KMHI4a

™ OEHOENEHME BOEMEHW PAGOTE! SALLUMLLEHHOMD MEMNOHEHKA

" Onepaui akTIBaLMA Le KT MEaLMIA

< Hazag danee = CTrEHS Cnpaeka

Bbi6eprTe HyxHbI NYHKT OGHOBMEHWS 1 HaxXMUTe Ha kHonky [[danee]. CnepytoLLye HeCKONbKO CTPaHWUL, CAyXaT Anst 3a4aHns napameTpoB OGHOBMNEHNS U
paboTbl ¢ peaakTopom clieHapus. Moapo6Ho o kaxaoM 13 BapuaHTOB OGHOBIEHNs cM. Aanee B pasaene Tun oGHOBNEHUs.
MocnenHss cTpaHuua Avanora nokanbHoro obHoBneHus HasbiBaeTcs PesynbTtar, oHa oTobpaxaeT cooblueHne o pesynbTaTe onepauuu:



Pesynbrar [ x|

CNEpAaLHA YCNEWHD SAEEDLWEHA,

e R e,

< Hazaa

_Npaeka |

Mocne HaxaTtusi kHonku [FoToBO] 06HOBNEHMe 3aBepLuaeTcs, n GrdUtil.exe dukcupyeT B 6a3e aaHHbIX hakT NPOLUMBKY NOKANbHOMO Krtoya.

Tun oOHOBMNEHMA NAaMATU KtoYa

Mpun yaaneHHoOM unu nokanbHOM 0BGHOBREHUM NAMSATK Kitoda No pakTy NPOLUMBKU AOCTYMHbI Creayowme BapuaHTel OGHOBNEHUS:

Tun oGHoOBMNEHUS XapakrepucTtuka
MonHoe 06HOBMNEHNE NaMSATH KNoya Mepesanuck BCero coaepXXnMoro NaMsaTh Knova AaHHbIMK TekyLero obpasa
YacTuyHoe o6HOBIEHME NamsiTh Kitoya Mepe3anucb coaepXMMoro nonen NnaMsiT Knoya, He 3alMLEeHHbIX annapaTHbIM 3anpeToM Ha 3anuchb.

MoxxHO 06HOBUTL TONBKO OAHO None 3a npoueaypy o6HOBNEHNs

Onepauunu akTMBauum/aeakTMBaLmm AKTMBaUMSA, AeakTUBaLMS UM Nepes3anmcb BbIGPAHHOTO yHacTKa 3alumLLEHHON SYEiK1, anropuTMa unm
TabnMLbl NULEH3NIA.

M3meHeHne BpeMeHn aeakTuBaLmm MpoaneHve BpemeHn paboTbl NPUMNOXKEHUS], 3aLLMLLEHHOTO KIMKOYOM C YacaMu pearibHOro BpEMEHU B
anroputma(ans kntoyen ¢ RTC) pexvmMe NUUeH3NpoBaHUst YCTaHOBUTL BpeMs AeaKTUBaLMm

MonHoe obHOBNEHME NaMATK KIto4a

Mpn nonHom oBHOBNEHUM NaMSATK KIto4a NPOMCXOAMUT Nepe3anuchb BCe NamsaTH Knova AaHHbIMU BbIGpaHHoro obpasa.

MonHoe o6HOBNEHME BBIMOMHSAETCA B TEX CIyYasX, Koraa He TpebyeTcs coxpaHeHus Kakux-nnbo «HapaboTaHHbIX» AaHHbIX B KItoye, a Takke korga aToT
BapuaHT 06HOBNEHWS ABNSETCH eQNHCTBEHHO BO3MOXHbIM — Npy 0B6HOBEHUN OT (harina unu wabnoHa obpasa.

Y106kl NONHOCTLI0 06HOBUTL NAaMSATL Kitoya, BeinonHuTe komanay Knioy | Hayatb yoaneHHoe o6HoBneHue kioya. Ha akpaHe nosiBuTcs Avanor mactepa
0GHOBIEHNS.

Cnucok cTpaHuL, Mactepa 06HOBMEHUSI NPU MOMHOM OBHOBIIEHUW NaMSATU Kkoya:

Ne CtpaHuua HeiicTeus paapaboTynka

1 O6HoBMEHWE Bb|6ep|/|‘re yoaneHHoe Unu rnokanbHoe O6HOBJ'IGHVIG.|-|pVI yoaneHHoMm 06HOBNEHWN BBEAUTE B MNose 3anpocHa o6HOBNEHME OT
namaTtun KOHEeYHOro nonb3oBatens


https://dev.guardant.ru/pages/viewpage.action?pageId=1048592#id--_2.__

2 Tun obHoBneHusi = BbibGepuTe nyHKT MofiHOe 06HOBNEHWE NAMATH KIlo4a

3 Pesynbtar MpokoHTponupyiiTe pedynbTaThl paboTsl MacTepa 0GHOBNEHNS

YacTuyHoe o6HOBEHME NAMATU KIoya

BapuaHT YactudHoe OGHOBIEHUe NaMATU KIkoHa CyxXuT A5 0GHOBMNEHNS y4aCcTKOB NaMsaTK, KOTOPble He 3alUyLLeHbl annapaTHbIMK 3anpeTamu Ha
3anucb. Mpryem Npu yaaneHHoM 06HOBIIEHMN COBPEMEHHbIX Kntodein Guardant MOXXHO OGHOBUTL TOSbKO OAMH Y4aCTOK MaMsaTL.

YactuyHoe o6GHOBNEHNE NaMSATU akTyanbHO Ans TeX CUTyaumi, koraa HeobXxoanMo CoXpaHuTb «HapaboTaHHy» B Knoye nHdopmauumto (nons
CYETUMKOB), U NONHOEe OOHOBMEHNE NaMATU Henpuemnemo. YacTuyHO 06HOBUTL NaMsSITb MOXHO TOMBbKO NPU OBHOBMEHWN OT NPOLUMBKX, COXPAHEHHOW B

6a3e gaHHbIX.

YT06bI 0GHOBUTL Y4aCTOK NaMATU Krioya, He 3alUMLLEHHbIN annapaTHbIM 3anpeToM Ha 3anuch, BbINonHWTe komaHay Kniou | HauaTts yaaneHHoe
oBHoBMeHue Knioya. Ha akpaHe nosiBMTCS aAnarnor macrepa oGHOBNEHNS.
Cnucok cTpaHuL MacTepa 06GHOBIEHUS NPU YaCTUYHOM OBGHOBMEHWUWN NaMATH Kntova:

Ne CtpaHuua

1 OGHoBrEeHNe NamsT

2 Tun o6HoBNEHNUS

3 YacTnyHoe
obHoBneHne namsATn
Kntova

4 YacTtnyHoe
o6HOBRNEHNe NamsTn
Knoya

5 PesynbTar

DeiicTBus paspabotumka

Bbl6€pVITe yaoaneHHoe unu nokanbHoe oGHoBrEHNE. I'IpM yoaneHHoM 0BGHOBMEHNN BBeauTe B Nnose 3anpoc Ha
0BHOBIEHNE OT KOHEYHOrO NoNb3oBaTenst

Bbi6epuTe nyHkT YacTudHOe 0GHOBNEHUe NamsiT kiiova

YKaxuTte TMn gaHHbIX, aapec 1 pasmep yvacTka namsiTv, COAEPXKMMOe KOTOPOro He06X0AMMO OGHOBUTE (CM. CKPUHLLIOT
1 onucaHve nocrne Tabnuupl)

Beeaute gaHHble 06HOBRNEHUS. CKPMHLLOT U onucaHue uHTepdeinca cTpaHnuLbl COBNaganTC ANanoroM peaakTupoBaHus
CBOWCTB COOTBETCTBYIOLLMX Nonen (cMm. pasaen [laMnsl, Lienbie Ynucna, CTPOKU U CHETYUKN)

[MpokoHTponupywTe pe3ynbTaTbl paboTbl MacTepa oOHOBNEHUS

CTpaHMua «YacTuyHoe o6HOBMNEHME NaMATU Krtoya»



Ha ctpanuue YactuyHoe 06HOBNEHME NaMATH Kno4a yKaXuTe TUN AaHHbIX, aapec U pa3Mep yyactka NnaMsaTh, COAEepPXXMMOe KOTOpPOoro Heobxoanmo

0BGHOBUTL:

YactuyHoe o0HOBAEHHE NaMATH EM0Ya [ x|

YIAMMTE AaHHBIE, KOTOpEE Bel X0THMTE NOMECTHTE N0 BRIODaHHOMY
aApecy (AEMI MM LENDSE YHCno)

O Ak NaMaTH N0 YES3aHHOMY 3apecy

% YWCno N0 YESZaHHOMY 3Apecy

bapec: | 0

Pazmep: | 1 ﬂ

e RN gy, e

< Hazan | danee = | OTMEHZ _npaeka

BaxHo!

Monsa namsT, KoTopble Heo6XoAUMO 0BHOBUTL, AOMKHLI BbITh NpeaBapuUTensLHO cosaaHsbl B Peaaktope obpasa.

OreMeHThI ynpasneHust cTpaHmnLbl YacTuuHoe oGHOBIIGHME NaMmsATy Kriova:

OreMeHT uHTepdeiica

Mepeknioyatens flamn
namsitu / Yncno

Mone Appec

Mone/cnucok Paamep

OnucaHne

BbIGpath TMN AaHHbIX OGHOBEHNS: AaMM UK LIENoe Y1Co

YkaszaTb agpec, HaunHas ¢ KoToporo ByayT 3anvcaHbl AaHHbIEOOHOBNEHMS. DTOT aApec He A0SKeH ObiTb 3alyMLeH
annapaTHbIM 3anpeToM Ha 3anuch

YkazaTb pa3mep AaHHbIX 0O6HOBMEHUS, B GaliTax.Bo3aMoxHbIe 3Ha4YeHWs: Ans Aamna namsTi — NPOU3BOSIbHbINPasMep,
ananona—1,2, 4

O6HoBneHune cyetymka GP (BpemeHn paboTbl NPUNOXKeHUs)

BaxHol

YcTapeBLUnin pexxum 06HOBNEHNS, U3MEHSIIOLLMIA 3HaYeHne cyeTunka GP. OTOT pexvm He NoaxoauT Ans OGHOBNEHNS YUCTOrO BpEMEHU paboThbl
NPUNOXEHNI, MCNOSb3YIOLLMX CHETUMK anropuTMa (onumus asTo3awwmTel /DTA).


https://dev.guardant.ru/pages/viewpage.action?pageId=1048592#id--___
https://dev.guardant.ru/pages/viewpage.action?pageId=1048592#id--___

[nsi obHoBNEHUS BpeMeHN paboTbl MPUNOXEHUI, 3aLLUMLLEHHBIX B YKa3aHHOM pexume (Bepcusi aBTo3awnTbl 5.3 1 Bbilwe) Heob6xoanMMo ncnonb3osaThb MonH
oe o6HoBneHWe namsTy Knova.
Y106bI yBENMUUTL 3HAYeHUe cyeTunka GP, BeinonHuTe komaHdy Knitou | Hayatk yaaneHHoe oGHoBReHuWe knova. Ha akpaHe nosiBuTCst Avarnor Mactepa

o6HOBMNEHNS.

Onepauuu akTMBauuv/aeakTnBaLum

[nsi coBpemeHHbIX krtoyen Guardant cyluecTByeT crieumarbHblii PEXUM YNPaBReHUsi CTaTyCoOM 3alLMLLEHHBIX iMeek U OGHOBMEHNS UX COAEPXKUMOTO.
Ero AOCTOVMHCTBO 3akmnoyaeTcs B BO3MOXHOCTU YNPaBIisiTh COCTOSIHUEM 3aLLMLLEHHON S4eiikn (aKTUBMPOBAaTL/AeaKTUBUPOBATL) U U3MEHSITL ee
coaepxumoe (YiTaTb/nepesanucbiBaTb), He 3aTparmBas ocTanbHy NamsaTb.

Pexvm nsmeHeHus CogepXxMmoro 1 ctaTtyca 3aluLeHHON SYeliku OCTYNEeH TONbKO NPy OGHOBNEHUM OT MPOLLNBKM, COXpaHeHHOW B 6a3e AaHHbIX.

BaxHo!

1. OGHOBMSATL MOXHO TOMBbKO T 3aLUMLLEHHbIE SYEViKM, AN KOTOPbIX Nepen 3anucbio NPOLUMBKY B KIOY Gbln BKNOYEH XOTS Gbl OOWMH U3 CEPBUCOB:
aKTVBaLus, AeakTMBaUMS UMK 3anncb AaHHbIX.

2. Insi oOGHOBNEHNS! [OCTYMHbI TOSIbKO paHEeE BKMIOYEHHBIE CEPBUCHI AYEWKM.

3. 3a ceaHc yganeHHoro 06HOBMEHUS1 MOXHO BbINOMHWUTL TOSbKO MO OA4HOW OnepaLMnakTMBaLmm, AeakTMBaLmMmn U 3anucu AaHHbIX, ECRY paHee 3Tu

cepBUChI BbINK BKITHOYEHbI.

YT06bl 0GHOBUTL Y4aCcTOK NaMATU KIoya, 3aLlMLLeHHbIV annapaTHbIM 3anpeToM Ha 3anuck, BeinonHute komanay Koy | Hauartb yaaneHHoe
o6HoBneHue Kriova. Ha akpaHe nosiBUTCS auanor Mmactepa 06HOBNEHUS.

Cnucok cTpaHuL, MacTepa obHoBNeHus B pexvme Onepauum aktuBauuy / feaktusaLum:

Ne CrtpaHuua

1 OGHoBMEHNE NamsAT

2 | Twn obHoBNEHUs

3 AkTuBauusaun
0GHOBIIEHME AAHHbIX

4 | Pesynbtar

HeiicTeua paspaboTumka

BbiGepuTe yaaneHHoe unu nokansHoe o6HoBneHve. MNpu yaaneHHoM oGHOBNEHUM BBEAMTE B MOMeE 3anpoc Ha
0BHOBMEHME OT KOHEYHOTO NONb3oBaTeNs

BbiGepute nyHkT Onepauum aktTuBauvm/ JeakTueauum

Bbibepute 3alUmLLEHHYIO SSYENKY, annapaTHbIi anroput™ unv Tabnuuy nuueH3nin n 3agante ans Hee HeobxoanmMble
onepaumu (CM. CKPUHLLOT 1 onucaHue nocne Tabnuubl)

[MpokoHTponupyiTe pesynbTaTtbl paboTbl MacTepa 0GHOBNEHNs

CrtpaHuua «AKTMBaLusi U o6HoBNeHWe AaHHbIX»

Ha ctpaHuue AktuBaLmsi U oGHOBREHUEe AaHHbIX BbibepuTe 3alUyLLeHHY0 S4eliky, annapaTHbIi anroputm unv Tabnuuy NUUeH3nn n 3ajaiTte ons Hee

HeobxoaMMble onepauum:

Bo3moxHbIe onepavmm

AKkTUBaUna

LeaktnBauus

O6HoBneHne yyactka
3alUMLLEHHON AYenkn

OnwucaHue

Onepauusi BbINOMHSETCS Hag SYENKoN, HaxoasLWwencs B HeakTUBHOM COCTOSIHWUM. [Insi yCnewHoro BbINOMHEHUst onepaunm
siYelika JOSMKHA UMETb paHee BKITOYEHHDIV cepBUC AKTUBALIUA.

Onepaums BbINOMHAETCS HaZ S4YENKON, HaxoaaLWeNCcs B akTUBHOM COCTOSIHUW. [N yCNeLHOro BbINMOMHEHUS ornepaumm
Ayelika JoSMKHa UMEeTb paHee BKIYEHHbIV cepauc [leaktuBaums.

Onepaums BbINONHAETCS Haf AYENKON, HaxoaaLWeNCs B akTUBHOM COCTOSIHWMW. [1Ns yCNeLHOro BbINMOMIHEHUS onepaumm
siveika JoMmKHa UMETb paHee BKIYEHHbI cepeuc OBHOBNEHMe JaHHbIX.

Mpu BbINONHEHUW onepauny NPONCXOAUT Nepesannch BbibpaHHOro yvacTka svenku: 1) metogom mckntovatowero U, 2)
METOZOM MOMHOr0 3aMeLLEHUsI COQEPXKMMOro



CrtpaHnvua AKTuBaumsi n 06HOBMeHne AaHHbIX:

AKTHEAUMA W 0GHOBAEHWE ALAHHLIX E |

AocTynHBIE NONA CMepaukH Had nonem

THN

| MA

| ||':'|KTHEFE|LI.HF| ;I

FAUMLLEHHAA AYEAKS

ANFOPHTH

FeadWrike user data
M V¥ ObHoBneHe

HASHES Demo

< Hazan I danes = I OTHEHS Cnpaeka

HauansHEIR 8ape:
| 0

Pazmep aavna

| 16

MeTos oSHOENEHHA

[%oR -]

YETAHOBKTE NapaMETpEl
afHOBNEHA

3OnemeHTbI ynpaBneHuns guanora AxTuBaUus n 06HOBNEHUA JaHHbIX:

SreMeHT uHTepdeica

OkHo [locTynHble nons

Cnucok Onepauvwl Haj nonem

dnar O6HoBNEHne

Mone HavanbHbIN agpec,
GaiToB

Mone Paamep namna, 6aiito

Cnucok Metop o6HoBneHus

KHorka [YcTaHoBUTL
napameTpbl o6HoBNEeHUs]

Het

AxTUBaL,
nsi

[eaktnB
auus

MOV

XOR

HasHayeHve

MepeyeHb 3allyLLEHHbIX SYeek, Haf KOTOPbIMM MOXHO NPOBOAUTL onepauum o6HoBNeHus. Ytobbl 3aaaTth
onepauuu ans nons, BblAenuTe ero B crmcke

He ucnonbsosate Onepauuun aktuBaumu/ JeaKTuBauum

AKTUBMPOBATb siYENKY

[eakTnBmpoBaTb S4ENKy

YcTaHoBUTb d)J'IaFHT06bI ncnonb3oBaTb onepauvio 0GHOBMEHNS SiYenku

3anaTb cMelleHne OTHOCUTENbHO Havyana o6HOBNAEMON SYEKn

3apaTtb pasmep 06HOBMSAEMOro y4acTka siYenku
BbINONHUTL NOMHOE 3aMeLLeHne CoaepXKMMOro yqacTka Suelikn Ha AaHHble 0BHOBNEHNS
BbinonHutb onepauuto uckntovarowero UHaa cogepXxumbiM yqacTka sHenku

BBecTu gaHHble 0GHOBNEHUSB LWEeCTHaALaTepUYHOM BUae

N3ameHnTb Bpems geaktusauum anroputmMa. TexHonorna Time



[aHHbIV BapnaHT npegHa3HaveH Ans cuTyaumn, korga Heo6xoanMo NpoAnMTbL CPOK paboThl MPUNOXKEHUS, 3aLumLLeHHOoro kntovyom Guardant Time B
pexumMe nuueH3anpoBaHus [leakTMBMpOBaTh anropyuTM Mo HACTYMEHUIO ykasaHHOA AaThl.

Ero JOCTOMHCTBO 3akntoyaeTcsl B BO3MOXHOCTM NpoAneBaTth Bpemsi paboTbl NPUINOXEHWs!, He 3aTparveasi ocTanbHyo NaMsThb.

Y106bI U3MEHNTL BPEMs AleakTMBaLMm annapaTHoro anroputma B kintoye ¢ RTC, BbinonHuTe komaHay Kniod | Havatb yaaneHHoe o6HoBneHue knioya. Ha
aKpaHe NosiBUTCS Ananor Mactepa 06HOBMNeHus.

Cnncok cTpaHuL, mactepa 06HOBMNEHNSA B pexxvme M3MeHUTb Bpems fieakTusaLum anropurma:

Ne CrpaHuua

1 O6GHoBMEHNE NamsATH

2 | Twn obHoBNEHUs

3 | VI3ameHeHue BpemeHu
OeakTvBauun

4 | OTBeT creHepvpoBaH

5 | Pesynbrar

DeiicTBUs1 paspaboTumka

BbibepuTe yaoaneHHoe nnu nokansHoe obHoBnexune. MNpu yaaneHHoM o6HOBMNEHNW BBEAMTE B MoMne 3anpoc Ha
oBHoBrEHME OT KOHEYHOTO NOb3oBaTENs

BbibepuTe nyHKT M3MeHUTb BpeMsl JeakTuBaLumu anroputma

BbibepuTe annapatHbIil anroputM 1 3aganTe HOBOe BpeMs AeaKTuBaumm (CM. CKPUHLLOT M onncaHue nocne tabnuupl)

BblﬁepMTe BapunaHT CoXpaHeHua Jamna 0oGHOBMEHNs

MpokoHTponupy¥iTe peaynbTaTthl paboTbl MacTepa 06HOBNEHWS!

CtpaHvua «M3meHeHne BpeMeHu aeaktusauum»

Ha ctpaHuue N3MeHeHne BpeMeHU fAeaKTuBaLmMm BbIbepuTe annapaTHbIN anropuTM, KOTOPbIA HYXXAAeTCa B UBMEHEHUM CPOKa AeaKTUBaLMK, U YKaxuTe
ANsi HEro HOBbIV NIMMUT BpeMeHu paboTbl Un HTepean paboTocnocobHoCTU.
[unanor MameHeHue BpeMeHu AeakTyuBaumm:

AxTMEaEUKMA W OBHOBNEHWE OAHHBIX X

BRIGEPMTE HOMED SNTOPMTME M YKIHMTE EPEMA ero paboTel

HOMEp SNMOpMTME W TERYLLRA MAMAT BREMEHIM paBoTE

#05 - 31:12;2012 23:59:59 |

® MpoAnMTE EpEMA paboTel HA MHTEDESN

neTt = AH Hac MH Cek
S I B B )

{7 ¥Ka33Te HOEEIA NAMAT BOEMEHIM pa00TEI

-]

< Hazan daneg = QTrMEHS Cnpaeka

OnemeHThbI ynpasneHuna guanora NameHeHne BpeMeHU AeaKTtusauumn:

OreMeHT UHTepdeiica

HasHaueHue


https://dev.guardant.ru/pages/viewpage.action?pageId=1048592#id--_2.__

Pa3sopauuBatowmiica cnucok Homep anroputMa n Tekywmii iuMuT | BhibpaTb 13 cnvcka annapaTHbIi anropuTM, Afs KOTOporo HeoGXoANMO

BpeMeHu paboTsl M3MEHWTL CPOK JeaKTMBaLmm

Mepekntoyatesns MpoanuTb BpeMst paboThl Ha UHTEpBan BbibpaTb BapuaHT, NpU KOTOPOM AeaKTUBALMUS OTKINaabIBAETCSA Ha 3a4aHHbIN
UHTepBan

Mone Anst BBOAA HOBOrO MHTepBarna 3agatb uHTEepBan paboTocnocoGHOCTM

MepekntoyaTtesb YkasaTh HOBbIA MUMUT BpeMeHn paGoThl BbibpaTb BapuaHT, Npu KOTOPOM 3a4aeTcs kaneHgapHas AaTta HOBOM
fAeaktusauum

KOM6I/IHVIpOBaHHoe none/KaneH,qapb 3apatb HOBYIO AaTy AeaKTueauunm
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